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Fluidity of Ethics in Open-Source Intelligence Andreea Petrovici

The fluidity of ethics, and its impact on an analyst seeking to
exploit open-source information for intelligence purposes.

By Andreea Petrovici

Intelligence in the open-source sphere has been a cause for debate in the domain and in

academia, stemming from the classification of open-source intelligence (OSINT) within

intelligence practices. This article will treat open-source information used for intelligence

purposes as a legitimate form of intelligence as the focus falls on its aims and not its means of

acquisition. Thus, the following will explore a secondary debate around the ethics associated1

with open-source investigations, and its subsequent challenges that could impact an analysts

decision making process in seeking to exploit information for intelligence purposes. The US

Office of the Director of National Intelligence defines open-source information as “publicly

available information that anyone can lawfully obtain by request, purchase, or observation”.2

Whereas OSINT is defined as “being produced from publicly available information, that is

collected, exploited, and disseminated in a timely manner for an appropriate audience for the

purpose of addressing a specific intelligence requirement”. When adding the context of an3

analyst seeking to exploit open-source information for intelligence purposes, the lines can blur

further. An analyst, whether employed in the private or public sector, must engage in intelligence

gathering. A distinction between ‘information and information gathering’ is made by Michael

Herman when he defines intelligence. Ethical challenges are identified to arise in the4

intelligence collection and analysis part of an OSINT investigation.

4 Herman qtd. Toni Erskine, ‘As Rays of Light to the Human Soul'? Moral Agents and Intelligence Gathering.’
Intelligence and National Security 19, no. 2 (2004), 361.

3 Ibid.

2 Bean Hamilton, ‘The Paradox of Open Source: An Interview with Douglas J. Naquin,’ International Journal of
Intelligence and Counterintelligence 27, no. 1 (2014), 385.

1Bowman H. Miller, ‘Open Source Intelligence (OSINT): An Oxymoron?’ International Journal of Intelligence and
Counterintelligence 31, no. 4 (2018), 703.
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The intentionality and aim of collected intelligence using open-source information are

important when analysing the ethical challenges and implications brought upon an analyst.

Just as law dictates that in certain circumstances self-defense is a justifiable means of

inflicting harm onto another person, the reasoning behind the exploitation of open-source

domains acts as a buffer to potential ethical dilemmas. The ethical challenges an analyst has

to face depend on a variety of factors, which will be discussed throughout the article,

concluding that ethical frameworks are malleable and up to the analyst to choose which

theory to follow. In the first part of the article , the external and internal ethical challenges

that an analyst faces will be identified, with subsequent sections outlining the ethical

theories of deontology, consequentialism, and utilitarianism to present the fluidity of ethics.

Just Intelligence Theory (JIT) will be analysed as a potential overarching framework for

consensus of ethical practices, and how it would shape the challenges an analyst would face

whilst conducting open-source investigations. The external challenges will then be

addressed and their implications within intelligence collection and analysis will be

contrasted with scenarios in which the malleability of ethics is showcased. In the final part

prior to the conclusion, the idea of ethical frameworks being asymmetrical and observer

relative is highlighted and further examined to reach the concluding argument and scope of

the essay.

External and Internal Challenges

The challenges that could impact the work of an analyst can be categorized into either

external or internal ethical challenges. External challenges concern the privacy, human risk and5

reliability issues an analyst could face both in intelligence collection and analysis whilst

5 Kira Virst, ‘Intelligence Ethics: A Critical Review and Future Perspectives,’ International Journal of Intelligence
and Counterintelligence 29, no. 4 (2016), 760.
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conducting open-source investigations. Internal challenges refer to the process of intelligence

gathering itself and the overall framework of ethics that is applied to a specific context, ie.

deontology, consequentialism, JIT.

Ethical Theories

In order to navigate through the potential ethical challenges, it is crucial to identify the

different frameworks that an analyst could use as a base for ethical norms. The focus will be on

deontology, consequentialism, and, under the consequentialist moral theory, utilitarianism will

also be considered. Deontologists view ethics as either agent-centered or patient-centered, and

concern themselves with duty-based absolutes, regardless of consequences. The latter also refers

to the rights that an individual has. Consequentialists believe that an act is ethically right6

depending on its consequences; utilitarianism holds the same belief but stresses the maximization

of good following the act and seeks an overall positive outcome. The distinction between7

consequentialist theory and utilitarian theory is that consequentialists do not specify a desired

outcome whereas utilitarianism does. There are more ethical frameworks one could apply such as

realism; however, realism is concerned with the overall aim of intelligence gathering rather than

the consequences, which would not impact an analyst as they are most likely following orders.8

Making the aim of an investigation dependent on the authority figure. Therefore, this essay

concerns itself with the three ethical theories listed above, as they prove to be crucial in

intelligence collection and could potentially frame the most diverse challenges for an analyst. It is

important to note that all of the different ethical theories concerned with intelligence ethics do not

seem to acknowledge the gap of no overarching framework within ethics. The limitation in the

8 Ronn, ‘Intelligence Ethics,’ 769.

7 Cf. Moore qtd. in Walter Sinnot-Armstrong, ‘Consequentialism.’ In Stanford Encyclopedia of Philosophy, ed.
Edward N. Zalta. Stanford: Stanford University Press, 2021.

6 Alexander Moore, Larry Moore, et al, ‘Deontological Ethics’ in The Stanford Encyclopedia of Philosophy, ed.
Edward N. Zalta (Stanford: Stanford University Press, 2021).
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normative ethics lenses thus appears to be the failure of seeing the reality of the fluidity of ethics

as scholars appeal to an ethical framework through normative efforts.

One of the limitations of the consequentialist argument is that it has the potential to be too

permissive. It is difficult to draw a reasonable conclusion of the consequences that might occur9

due to a specific type of action, as the outcome is not absolute and cannot be calculated.

Utilitarianism attempts to provide a solution by arguing for the aim of the consequences to be

beneficial. On the other hand, deontology argues that when choosing a method to conduct

intelligence collection, the least harmful option should always be prioritised, meaning that covert

actions would be a last resort. For an OSINT analyst, would it be unethical to infiltrate a chat10

room with the intent of collecting information, by getting directly involved with possible

targets? In this scenario the ethical theories clash and have different outcomes for the intelligence

gathering process. A deontologist would not infiltrate a chat room even as a last resort per their

duty, whereas a consequentialist would see the potential value in maximizing the benefits for

public good and use covert action online as a first resort in light of the “positive impact of the

knowledge acquired”.11

Just War Theory and Just Intelligence Theory

Just War Theory (JWT) has also been used as a potential ethical framework to shape

intelligence activities; “JWT addresses the question of when starting a war might be considered

morally justified (jus in bello) and which activities are morally justified when acting in a war (jus

in bellum)”. Ross Bellaby tackled the idea of an overarching ethical framework for intelligence12

12 Ronn, ‘Intelligence Ethics,’ 774.
11 Erskine, ‘Rays,’ 366.
10 Bellaby qtd. in Ibid., 775.
9 Ibid., 771.
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activities and identified that intelligence activities “tend to harm the targeted individuals,

especially during intelligence gathering”. Bellaby claimed that the harm in intelligence13

gathering can be seen as “the violation of an individual’s most vital interests” , which are found14

within the external challenges of privacy and trust.

Applying JWT to intelligence activity has been synthesized with Just Intelligence Theory (JIT),

which is composed of jus ad intelligentiam and jus in intelligentia. Originally, JWT would not

apply to intelligence activity as it accepts war as a last resort, whereas intelligence collection and

analysis is a first resort , since agencies need to be involved constantly to prevent conflict to15

begin with. In the case of an analyst seeking to exploit open-source information for intelligence16

purposes, the intelligence gathering operation needs to have a “just cause, a right intention,

proportionality (the ethical risks of the operation should not exceed the harms the operation is

meant to prevent), right authority, and a reasonable prospect of success”. JIT also stresses the17

need to discriminate by minimizing the harm and privacy breaches of non-targets, as well as the

necessity of an action, by ensuring that there is no other valid option to achieve the goal with a

diminished ethical risk.18

Therefore, when addressing the ethical challenges that an analyst would face, it begins with the

knowledge of no ethical framework being accepted as absolute in intelligence practices. If we are

18 Ibid.
17 Ibid.

16 Sir David Omand qtd. in Michael Skerker, ‘Principled Spying: The Ethics of Secret Intelligence, by David Omand
and Mark Phythian,’ Ethics and International Affairs (2018).

15 Miller, ‘Rethinking,’ 211.
14 Ibid., 775.
13 Bellaby qtd. in Ibid.

9



Fluidity of Ethics in Open-Source Intelligence Andreea Petrovici

to establish JIT as underpinning the various privacy, trust, and transparency issues, there remains

a need to clarify what the just causes and the right intentions would be in intelligence collection

when using open-sources. Whilst it can be said that they are in service of national security, it is

hard to justify all actions in the name of securitization, as it risks entering a state of exception,

where ethical leeway justifies actions that would not normally be permissible. Another problem

arises with the necessity argument, as some results could be obtained with a lesser ethical risk at

the cost of diminished accuracy and detail. Would that then mean that it is justifiable under JIT

for an objective to be reached but with less intelligence collected? Meaning it would create

inconsistency as the avenues of intelligence gathering were not maximized. Reflecting that the

goal of reaching national security was not seen as a priority, but the ethical dilemmas were,

outlining that the minimization of resources. JIT is used to see what potential challenges can arise

and attempts to uncover the nuances of the ethical dilemmas. However, the challenges themselves

still influence deontological or consequentialist frameworks, which in turn are fluid. Thus, the

limitation of JIT is that the framework is vague, over-simplistic, and implies certifying a just

cause that would be assessed on either deontological or consequentialist moral norms.

Privacy Challenges

A wide array of privacy issues could arise during an open-source investigation, such as

conducting an investigation onto someone that wishes to remain private regardless of actions

they might have participated in; investigating innocent non-targets; finding out and using

information a person would not have known themselves; and putting a person, their family or the

analyst on the forefront, which could lead to their physical, mental, or digital insecurity. The

above, and more, could be considered external ethical challenges that an analyst has to face when

conducting an open-source investigation, as privacy is a fundamental right enshrined in the
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Universal Declaration of Human Rights. Privacy rights could be infringed upon by an analyst19

with consequentialist views, as one could see value in the maximization of good, following

investigations that would have to overstep privacy boundaries. However, from Bellaby’s

deontological perspective, privacy is a “welfare interest” and infringement of it would “cause

morally problematic harm”, outlining the reasons as to why an analyst seeking to apply20

deontology would not take the same route. The fact itself remains that the route is available for

the analyst to take, leaving the ethical frameworks to be at one’s interpretation.

The risk of an analyst is also a privacy related challenge that needs to be overcome. Just as a one

way mirror, an analyst would believe that they are the ones on the transparent side of the mirror,

seeing inside  the subject’s information. However, due to the sophistication of developments in

technology, it is rarely as simple. Analysts could face digital insecurity if they were to be

exposed, leading to the ethical challenge of who should be securitized. In this scenario,

transparency cannot thrive and the ethical challenge is outlined. Through the looking glass, the

analyst can collect intelligence and use network analysis softwares such as Maltego to map out

their findings, but, similarly, a party with malicious intent could do the same to the analyst.

Would their duty then  shift to protecting themselves as they are the human subject at risk?

Hypothetical scenarios can be used to uncover how frameworks are malleable. For instance in

the following hypothetical scenario; ‘You as an open-source analyst working in the public sector

seek to uncover information on a terrorist sleeper cell. To do so you need to find some basic

background data which is on a publicly available RaidForums page (a database breaches website

on the surface web). The database breach in question is part of a leak from a technology

company, which contains the usernames and passwords of thousands of users and you have

20 Bellaby qtd. in Ronn, ‘Intelligence Ethics,’ 756-6.
19 EDPS, ‘Data Protection,’ European Data Protection Services, 29 Nov. 2021.
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strong suspicion to believe the target's data is in the breach.’ Do you then go through thousands

of innocent people’s accounts to find the one you are searching for? Following utilitarian

principles, you would as it would achieve the greater benefit of finding information on the

terrorist group. Whereas a deontologist would not breach a non-targets privacy as privacy is a

welfare interest. It technically does not infringe any set of rules to look through the data breach as

you are an analyst employed to secure public safety but it could be regarded as unethical in terms

of privacy concerns. By adding a layer to the scenario does it change the outcome ethically for a

consequentialist, if the information would be on the Dark Web? This action would be legal but

regarded as unethical by some, as the information lies in a grey area of open-source territory,

inhabiting an unethical avenue such as the Dark Web.

The Mosaic Effect

An analyst is challenged not only in the action of intelligence gathering but also in the

contextualization, and evaluation of open-sources. For open-source investigations to be valuable,

an analyst would have to combine multiple narratives and sources found on the internet. The

ethical dilemma thus takes form through the possibility of a formal fallacy by applying the lens

of the mosaic theory (note that informal fallacies can also take place in intelligence analysis). The

mosaic effect is when “disparate items of information, though individually of limited or no utility

to their possessor, can take on added significance when combined with other items of

information.”21

A syllogism presents an ethical challenge when an OSINT analyst falls into the trap of false

assumptions which results in correlation bias and negative outcomes. With the sophistication of

Big Data and the amount of information available online, an analyst would have to decide on the

21 David E Pozen. ‘Mosaic Theory, National Security, and the Freedom of Information Act.’ The YALE Law Journal
115, no. 628 (2005), 630.
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accuracy of and confidence in their online sources when gathering intelligence from diverse

avenues. How would an analyst separate their duty to assess information separately and not act

unethically by combining multiple narratives and assuming correlation when acting

deontologically? Whilst knowing that if they were to assume correlation and causation are

intertwined, they would adopt utilitarian values to analyse the research according to the

maximization of good when combining multiple narratives. The limitation of utilitarianism then

becomes the desire and need for a good outcome due to the subjective and arbitrary nature of

decision making processes. As outcomes are unpredictable and rarely absolute, it is difficult to

pinpoint what a utilitarian framework would agree with before the consequences are in view.

Leaving the assumption of a good outcome and the decision itself to be interpreted by the analyst.

This scenario would act upon the external challenge of trust, as an analyst has to trust their

sources, whilst being aware of the implications that would result in narratives being incorrectly

interpreted. In the end, the decision remains in the hands of the analyst.

Ethical Relativity

The larger picture would be missed if we were to look solely at the morality of an

individual’s actions in intelligence gathering. The sense of immorality, the challenge of

identifying the perpetrators and victims of immorality, and how ethics is shifted to fit the desired

narrative, all create the fluidity of ethics in intelligence activities, so that there is no bridge

between the two. Ultimately, an analyst is left in the middle of these difficulties to decide for

themselves what ethical framework to apply in their work. This debate circles back to

deontological and consequentialist conundrums, thus, proving the fluid nature of ethical

frameworks.

13
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If we wish to further explain how an ethical framework creates challenges, the answer is that

these frameworks are observer relative and asymmetrical, leaving the challenges to be crafted at

one’s will, which in turn creates a difficulty for the decision making process of an analyst. This

leaves ethics in a grey area and portrays the notion as a construct. One can choose to be held

ethically accountable under the notions of either deontology or consequentialism, whichever

would fit their desired narrative and would aid them in reaching their objective. As no

universally acknowledged truth enables either deontologists or consequentialists to be

fundamentally correct in their theoretical thought, the possibility of acting morally in intelligence

practices diminished in such circumstances, as that would imply that there are morally conceived

notions of absolutes when handling ethical debate. Even though there are beliefs of right and

wrong, the debate between the two schools of thought shows there is no agreed-upon notion that

enlists either one to hold the answers to the gates of morality. Diverse ethical frameworks are

inherently asymmetrical due to the different outcomes and means of collection they offer. This

disparity leaves an analyst to form their own beliefs a priori or simply be conformist. Analysts

are moral agents in the way in which they act according to preconceived notions of right and

wrong. These notions can either be instilled through law, if one is an OSINT analyst in the public

sector, or through established moral codes at a private sector firm. With the established lack of

universality and no ethical unanimity, governments and private firms choose their notions of right

and wrong, thus creating relativity. Although relativity can fall on either the analyst or the

employer, the notion remains malleable. Having ethical frameworks that are amendable results in

a lack of agreement on intelligence collection and makes it difficult to move from the current

impasse in the ethical analysis of open  source investigations.

To conclude, the ethical challenges that an analyst could face whilst seeking to exploit

14
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open-source information for intelligence purposes have been identified as either internal or

external. As part of the internal factors, the intelligence collection and overall ethical theories and

frameworks were noted, whereas for the external factors privacy, transparency, and trust were

identified. The relativity of ethics itself was argued for thus leaving the primary challenge to be

the lack of agreement, and consensus, of ethical theories that the discipline possesses. Resulting

in limitations impacting the analyst by putting pressure on the decision making process. With no

unanimity there is no one to enforce the rules as there is no philosophical judge of moral values.

Creating the fundamental challenge of ethics not being able to be resolved due to a lack of

universal truth unlike, for example, in mathematics. When analysts use open-source information

for intelligence collection, they try to maximize variables to achieve a desired outcome they

believe is right, however the choice of how they view ethics remains internal, leaving the

dilemma  unresolvable.
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Reviewing Surveillance and the Social Contact: Should we trust

the state to spy on us?

by Zenge Simakoloyi

The social contract at the core of state-societal architectural theory is that the masses

entrust a select few to preside over the affairs of the whole and protect them from internal

anarchy as well as external aggression1 . This understanding of the social contract comes into

contention and at times is found to be problematic when considering intelligence surveillance, as

sometimes it requires the sacrifice of individual rights for the perceived greater good of the

whole. On this basis, this article argues that whilst transparency is a fundamental anchor of the

democratic state the extremities of transparency and the extremities of secrecy on issues such as

accountability, public finances and surveillance perpetuated by the intelligence community have

equally debilitating effects on  democracy.

This article shall first elucidate the theoretical ethics of surveillance and privacy. Following this,

the arguments supporting the importance of the case for transparency of the state to its citizens

will be explored and then socratically opposed through investigation into the areas of state

secrecy and individual privacy. Finally, this paper will conclude by contending that a conflict

exists between the reciprocity of transparency and secrecy within the context of intelligence

communities in democratic states and that the trade-off between surveillance does not necessarily

have to be a zero-sum game. The parameters of this essay will be restricted to state-secrecy,

privacy rights and the larger discussion of surveillance and transparency.

1 Bluhm 1984
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Imperative to this essay–before exploring Foucault’s’ post-structuralist revision of Jeremy

Bentham’s panopticon work–are the three classical theories which will provide a broader

foundation to the ethics of intelligence and the nature of secrecy in general. These schools of

thought  are deontology,  utilitarianism and the Consequentialist or ‘Balanced Sheet’ theories.

Theoretical Approaches to Surveillance

To begin, deontology refers to Immanuel Kant’s idealist approach, the means do not

justify the ends if the state apparatus is utilising immoral means to achieve those ends. Whatever

the end may be, the immorality of surveillance’s violation of privacy inherently makes the end

objective, regardless of any consequence outside of the individual, immoral.2 Furthermore, the

Kantian ideological angle also does not give any form of exclusive exemptions, because of the

view that immoral means used by the state will permeate and as a consequence create an

immoral society3. Therefore, the rights of man are immovable and unmalleable.

On the other hand, classical realism takes a utilitarian approach on morality. Realism, instead,

contends that there is greater immorality in opting to spare the rights of the few at the cost of the

many. In other words, the deontologically immoral violation of individual rights is deemed

ethical if, in the end, more people are spared by the execution of those acts. 4. As a result,

morality is not altogether discounted by the realist realm, as it simply shifts the focus of morality,

placing it in terms of the greater national interests, rather than the individual.

4 Martin 2016; 14-15
3 Martin 2016; p 14
2 Martin 2016; p14
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These two ideologies are then restrained by the apparent English School’s rational approach that

seeks a symbiotic relationship between the balance of power and human rights. Thus, the

“Ethical Balance Sheet Perspective” in the theory of Consequentialism finds its place in the

context of intelligence ethics5 . Whilst this approach recognises the steep ethical limits of the

Kantian ideology, as it implies a state with effectively no covert intelligence, it also does not

waiver the moral autonomy in quite the generous fashion that classical realism does. Instead,

here, an emphasis on potential harm is weighted against the possible benefits obtained through

intelligence gathering and only in exceptional circumstances must Bentham’s utilitarian approach

be applied6.

These theories are then deconstructed by the more contemporary Post-Structuralist scholarship of

Michel Foucault in his rendition of Jeremy Bentham’s works on The Panopticon. The Panopticon

is a scenario in which a cylindrical watchtower is at the centre of hollow circular shaped prison

walls. This watchtower houses wardens who watch over unassuming prisoners within their cells

in the circular wall7. Throughout this metaphor, a small selected few watch over the masses while

the masses either do not know or are unable to see who is watching them. Additionally, these

prisoners receive anonymous punishments that force them into conformity which results in the

eventual control of the wardens through the prisoners’ own self-disciplinary behaviour–the

participatory panopticon. This metaphor has become an increasingly relevant template for

modern day surveillance due to how it imitates the surveillance power asymmetry. This is

7 Ball et al 2012, Birchall 2011, Lyton 2006.
6 Martin 2016; 15 -16
5 Martin 2016; 15 -16
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particularly due to the fact that the original Panopticon referenced in this societal structure is set

in times of crisis like the plague similar to the Covid-19 or 9/11 surveillance atmosphere8.

On that foundation this essay will argue that whilst transparency, in regards to what the public

can and cannot see, might be essential to democratic social contract there is an exponential limit

to which transparency can aid democracy particularly when lending itself to intelligence as often

extensive transparency can be counterproductive to the intelligence communities defence of

democracy.

Indeed, Deleuze’s Control Society rightly puts it that individuals can move freely but within and

not without limits, questioning the democratic principle of liberty, and Rosseau’s paradoxic

philosophy states that for man to fully realise his freedom and his aspirations he must be in

chains. On that basis the following question can then be asked: If the social contract is based on a

service in which a select few preside over the affairs of the many to protect their liberty from

anarchy, how–in this context–can democratic hallmarks of accountability and transparency

work?

An Argument for a transparent Security Universe

Transparency and privacy as a human right have grown in tandem, particularly in the 20th

Century, and have evolved to become fundamental to democratic frameworks in the collective

idea of Human Rights. Governmental transparency in its modern form can be traced to Sweden

in 1766 with the formal institutionalisation of freedom if information in civil life enshrined in the

8 Ball et al 2012
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Ordinance of Freedom of Writing and of the Press9. This was followed over 150 years later by

President Woodrow Wilson’s push for greater openness as he stated, “secrecy means

impropriety,” thus pushing for openness in the creation of the League of Nations and the conduct

of diplomacy in Point 1 of the League of Nations 10. Wilson’s drive for transparency continued

after his death in the Federal Register of 1935 legislation which was intended to keep Americans

in sync with the policymaking of government agencies. A series of commitments to government

transparency followed this initial push, notably in legislation such as the Administrative

Procedure act of 1946, The Freedom of Information Act of 1966 (200 years after the initial

Swedish freedom of information act), the Government in the Sunshine Act of 1976, as well as

Obama’s Open Government Directive issued in 2009 11. Apart from the Open Government

Directive, the 20th century, especially after the Freedom of Information Act, saw over 85

countries institute similar legislation– particularly in the immediate post-cold war period of 1990

to 2000 which saw 26 countries enact laws enshrining citizens’ rights to information12.

This was occurring simultaneously to a global drive to formalise privacy as a human right. The

Universal Declaration of Human Rights, passed in 1948, to which now all 192 UN signatories

states are party to, insists that “no one shall be subject to arbitrary interference with his privacy”,

including their family home or correspondence13. Furthermore, the International Covenant on

Civil and Political Rights, enforced in 1976, reaffirmed the right from “unlawful” infringement

of one’s privacy and to be protected by the law 14. Additionally, in a more technological age the

14 Ball et al 2012; p422, Privacy International 2017
13 Ball et al 2012; p422, UN 2015
12 Birchall 2011; p 3 & 7
11 Birchall 2011; p 4 -5
10 Birchall 2011; p 4
9 Birchall 2011; p 3
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EU’s 15Charter of Fundamental Rights enforced in the Lisbon Treaty of 2009 states the right to

protection of personal data although “exceptions and limitations” to those rights are also noted

and the definition of exceptionality is handed to member states on the premise that the right to

privacy may conflict with other freedoms like the press and media and are asked to “strike a

balance in their data protection laws” 16.

On that basis it can be derived that if decision-making is informed by the main stakeholders of a

democratic society, both domestically and internationally, there is a resultant normative that

transparency is good and must be striven towards it or appear to do so. It can then be argued that

transparency and accountability can serve to rectify and possibly stop incidents of abuse

particularly in the state intelligence community. The need for this is evident in acts that give

intelligence communities carte-blanche exemptions from transparency in times of intense crisis.

For example, in the wake of 9/11, the Providing Appropriate Tools Required to Intercept and

Obstruct Terrorism Act (better known as the PATRIOT Act) passed with overwhelming majority

in both US houses of congress in just 45 days after the September 11 attacks resulting in a

withdrawal of legislative intelligence oversight and leaving decisions of surveillance and

government confidentiality to the executive operatives for the sake of aggressively combatting

the War on Terror without interference or congressional probing17. Consequently, the Final

Report on Terrorist Attacks Upon the United States (simply known as the 9/11 Commission)

revealed widespread, unnecessary wiretaps on law abiding citizens, as well as the establishment

of ad hoc facilities 18. The most notable of these was the high security Guantanamo Bay

18 Doorey 2007, Pallotta 2013
17 Doorey 2007, Pallotta 2013
16 Ball et al 2012; p423
15 European Union.
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Detention facility in which habeas corpus legal traditions were blatantly ignored on

non-American citizens, sometimes wrongly accused of aiding or perpetuating terrorism, were left

with little access to independent legal assistance 19. Additionally, the PATRIOT Act also resulted

in the ill-advised, and later rendered false, intelligence that Iraq had WMDs20. Yet, the rush to

find the presence of these suspected WMDs, the department of defence’s Iraq Survey Group

repurposed approximately 1,400 personnel to look for them which coincided with increasing

fatal insurgencies21. Confirming this, the bi-partisan Iraq Study Group reported in 2006 a poor

quality of intelligence and lack of knowledge on Iraqi geopolitics (Doorey 2007). This

exemplifies the consequences of the lack of transparency and carte-blanche nature prone to the

intelligence community.

Historically further abuses of intelligence supporting the need for accountability and

transparency of how taxpayer’s money can be found is in the CIA’s Operation Midnight Climax.

During these operations, mental health facilities where LSD drugs were experimented on

socio-economically marginalised people against their will were discreetly established and were

exempt from oversight and only discovered 13 years after its disbandment thus condemned by

the US Senate in 1975 as a “violation of US values”22.

Also notable beyond infringement of civil liberties is financial malpractice of the intelligence

community operating under secrecy. The handling of large financial budgets in secret can result

22 Fouskas and Gokay; p97-98
21 Doorey 2007, Pallotta 2013
20 Weapons of Mass Destruction (Doorey 2007)
19 Doorey 2007, Pallotta 2013
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in the unethical misuse of secrecy. This is exemplified in the case were the former third ranking

CIA official Kyle Fogo and businessman Brent Wilkes were indicted by a Federal Jury on

charges of money laundering, fraud, and conspiracy 23. Implicated in this was also congressman

Randy Cunningham who both admitted his guilt and was consequently imprisoned for 8-year

under charges of receiving a bribe to channel what the Washington Post claimed to be USD70

million in contracts to two companies 24. Noticeably recurrent in these cases is the

Counterintelligence Field Activity (CIFA)25 agency within the Pentagon whose budget is secret.

Not only that, but the CIFA was also central in the 2005 congressional debate, as the it had

pushed on making an exemption to the Privacy Act for intelligence agencies to enable the FBI to

share data with the CIA, something Senator Ron Widen labelled a deputization of the military to

spy on “law abiding Americans…without a congressional hearing”26 27. Therefore, the case for

transparency finds credence in that only after a Freedom of Information Act lawsuit did the then

CIA Director George Tenet reveal that the CIA fiscal expenditure was at USD26.6 billion in

1996, thus with a budget and expenditure so huge should it not be mandatory for rigorous

oversight rather secrecy as it is funded by the citizens of America? 28.

What can be analytically observed is that intelligence institutions despite operating on large

tax-payer budgets have generally been insulated from public scrutiny and accountability. Indeed,

the lack of oversight has led to operations and statutes that have given an almost unlimited leash

for the acts that are ethically inimical to the people who pay for their operations like the

28 Doorey 2007
27 Doorey 2007
26 Senator Ron Widen was a member of the Senate Select Committee on Intelligence (SSCI) (Doorey 2007)
25 CIFA was established in 2002 (Doorey 2007)
24 Doorey 2007
23 Doorey 2007
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infringement of liberties Operation Midnight Climax. Furthermore the amount of secrecy also

provides a conducive environment for financial malpractice. This evidence gives creedence to

Kantian argument that warns of the unethical extremeties that can occur. Therefore whilst we can

agree that intelligence institutions must not be entirely left to their own devices one must ask: to

what extent must the intelligence community be transparent, and to whom exactly must

transparency serve the wider public or oversight entities?

For Intelligence to Work Secrecy Is Needed

State Argument for Secrecy

This argument can also be looked at from another angle as transparency and lack of

secrecy are not entirely unblameable. Whilst transparency became institutionalised and enshrined

in historic documents across the world during the 20th century, the establishment and

institutionalisation of the intelligence community also flourished; the Secret Service Bureau (the

forerunner to MI6 and MI5) was established in 1906, the Federal Bureau of Investigation (FBI)

in 1908, the Central Intelligence Agency (CIA) in 1947, Russia’s Komitet Gosudarstvennoy

Bezopasnosti (KGB) in 1917 (originally as the Cheka) , and Israel’s Mossad established in 1945

29. This positioned intelligence agencies to be among the defenders of the state alongside the

military in an increasingly democratic and transparent world. This role and the nature of secrecy

surrounding their operations can be credited with the successful execution of cornerstone battles

that turned the direction of World War Two in the Allies’ favour. If not for the exceedingly secret

British operation of large data and communication intelligence (COMINT) that enabled the

29 Birchall 2011; p7
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decryption (code named ULTRA) of information against the Nazi war industrial complex at

Bletchley Park’s Government Code and Cypher School that is estimated to have shortened the

war by two years 30. Additionally, America’s amalgamation of all the military branches

intelligence wings services (collectively called project MAGIC) to gain cryptanalytical signal

intelligence (SIGINT) on Japan’s encryption system (codenamed PURPLE or JN-25) also helped

shift the direction of the war31. Battles such as D-Day and the Battle of Midday are largely

attributed to the intelligence gained secretly from the cooperating decryption task forces in

which, had transparency been applied, would have result in utter failure and would have put

Allied forces in a disadvantaged position from which to defend their respective democracies32.

Furthermore, in the diplomatic realm the concealment of technical advances like the Lockheed

Martin’s collaboration with the CIA in designing the U-2 aircraft for imagery intelligence

(IMINT) reconnaissance at high altitudes enabled the US to gain accurate intelligence on soviet

missiles in Cuba which in 1962 aptly gave President John F. Kennedy time to intervene

diplomatically whilst tensions between Moscow and Washington were on the brink of nuclear

war33. Therefore, secrecy has been exceedingly critical in times of crisis34.

Dilemma of Surveillance and Transparency in the Public Sphere

Extending this argument to the sphere of citizen’s privacy from that of an insistence of

government secrecy is the need for the government to have a structure of surveillance to more

effectively operationalise their services. The wide expectation throughout liberal democracies is

34 Doorey 2007, Nieuwint 2018
33 Doorey 2007, Nieuwint 2018
32 Doorey 2007, Bamford 1982
31 Doorey 2007, Bamford 1982
30 Doorey 2007, Khan 1991
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that people expect efficiency and can put those that give them a service (in this case the

government) to task on the basis that records are kept by them to guarantee efficient government

service35. These records and methods of surveillance whether by consent or mandatory provide

government agencies both within and external to the intelligence community with the

intelligence to allow people to live more secure and seamless lives36. Exemplifying this on one

hand how consented surveillance in the biometric and medical fields is crucial to reducing the

spread of infectious diseases–as was the case in the Ebola epidemic and more recently with the

Covid-19 pandemic 37. Whilst medical surveillance might not be deemed a traditional core aspect

of security the ramifications have economic as well as security implications on the state. On the

other hand, in the core of the security universe, forensic data in criminology is aided by data

surveillance and CCTV installations to better trace perpetrators of crime. Furthermore, after the

Lockerbie aeroplane crash, the scanning of checked-in baggage became mandatory and, later, six

years after the September 11 attacks, a proposal by the US’s Transport Security Administration

(TSA)to install ultrasound scanning devices that penetrate clothing were received with plausible

consideration rather than outrage by the public38This proves the utility of survailance and the

changing attitudes of it whether by content or not. This means surveillance provides an

opportunity for modernity and efficiency in services and protection as attitudes towards what

constitutes an invasion of privacy also change depending on the end goals. This in turn fortifies

the utilitarian argumenmt.

38 Ball el 2012; p71, Taylor 2003
37 Ball et al p 64, WHO 2020)
36 Ball et al p69-70
35 Ball et al 2012; p 64-70
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Whilst the public can be subjects of surveillance they can also be utilisers of surveillance tools.

But with greater accessibility and transparency not all members of the public have positive

intentions. Whilst transparency is a key product of internet’s vast accessibility with its

democratising effect through social media and its dynamic utility in holding those entrusted with

public office to account as seen in moments like that of the Middle Easts’ Arab Spring (which in

countries like Egypt led to authorities shutting down the internet), it can also be used to aid

violence 39. This is evidenced in the establishment of Google earth in 2005 that highly detailed

satellite images and GPS features which five years prior to its establishment would cost someone

USD14,000 for a single satellite image according to former Google Geo division leader John

Hanke40 .This accessibility of Google earth as an OSINT tool resulted in a case were British

troops in Basra, Iraq raided suspected insurgent’s homes and found google earth tools and an

annotated photograph of the palace complex in Basra were British forces were stationed41. This

use of satellite intelligence was used in the Cuban crisis as mentioned above by the government

and with the accessibility of it now as an OSINT it can be used by the wider public, in this case

for undemicratic reasons. Therefore, Birchall (2011; p9) states that the ‘the availability of

technologies of surveillance and information exchange ensures we can be both objects and

agents of intelligence’. Thus if we understand transparency as part of a greater internet

accessebility to tools previously the preserve of intelligence institutions now part of the Open

Source Intelligence (OSINT) arena we can observe that there can also be a cost to transparency.

41 Doorey 2007
40 Doorey 2007
39 Ball et al p 421
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The Middle Ground: Can Intelligence be transparent in a democracy?

It can then be understood that the relationship between transparency, accountability and

secrecy is an intersubjective confluence that must balance the costs as well as the gains in this

relationship. Further, not all things in democracies are eligible for transparency as the cost of

transparency has forced policymakers to categorise what can and cannot be open for public

consumption. This is exemplified in Executive Order 8381 (1940), which began a series of

classification types for state secrets and strategic assets whilst on the other hand increasing

freedom of information and government accountability42. Unlike authoritarian states democracies

differentiate themselves by having to choreograph several institutionalised layers insulating

important secrets that, if released, could disarm the state whilst also simultaneously giving the

public the ability to doubt and probe when there is suspicion of mismanagement 43. Therefore, to

declassify, the democratic state intelligence government would have to pay by upgrading its

capabilities to avoid being at a comparative disadvantage with a rival adversary who will, in

addition to the law-abiding citizens, also be the recipient of greater transparency publications 44.

However as mentioned earlier not all secrecy is in national interest and could simply be a

harbour for corruption and misuse as was also the case even in high-ranking democracies like

Canada in which the intelligence community was found to have been behind ‘break-ins, arson

and theft targeted at left-leaning press and political parties’ according to the Canadian Security

Intelligence Committee Review (SIR) in the 1970s45.

45 Unver 2018
44 Unver 2018
43 Unver 2018
42 Birchall 2011; p 8, Federation of American Scientists N/A
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Conclusion

Therefore, the extremities of transparency and its supposedly unintended outcomes with

greater internet access and data surveillance have made life both more modern and efficient, yet

have also subjected the public to dual surveillance for both good and bad ends by both the people

and the state. In a different prism the right and particularly the scope of privacy of the otherwise

autonomous individual in a liberal democracy continues to shift depending on public perception

and their cost-benefit calculation which varies from crisis to crisis.

Beyond citizen’s privacy, greater financial oversight is needed particularly in the US congress so

as to give the public a basic understanding of where taxpayers money is going and on matters of

war, a cautious and rigorous understanding of the geopolitics of the venture. This level of

accountability and transparency cannot distort critical operations against an adversary and, if

done earlier rather than in retrospect, could improve public confidence in the intelligence and the

relevant use of secrecy.

Thus, the element of secrecy in intelligence is as necessary as transparency is in democracy, but

secrecy has often been over-extended, creating a vacuum that has allowed for undemocratic

practises to take hold as in the Emergency Powers act of the PATRIOT Act. As much as secrecy

is abused, transparency and open access must also be regulated to limit misuse. Only with the

effective oversight of secrecy management and transparency can surveillance extremities and

individual privacy infringements be moderated better.
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Inside Robert Hanssen’s mind: how the inferiority complex led

to treason

by Giacomo Guerrini

In 1979, Robert Hanssen walked into the Amtorg offices in Manhattan to volunteer for

the GRU. Leading a double life until his arrest on February 18th, 2001, he was a1

long-standing FBI agent with an unwavering Catholic faith and overt anti-Communist views,

a family man who cared for his wife Bonnie, and their six children. Nobody expected him to2

have formed lasting bonds with Soviet and Russian intelligence agencies, which bartered

money and kind words for the top-secret information Hanssen collected from his workplace.

Thus this article will uncover what motivated Hanssen to commit espionage periodically

between 1979 and 2001, ascribing paramount significance to an undiagnosed inferiority

complex that stemmed from a troubled childhood. Coined by KGB defector Levchenko, the

mnemonic MICE (Money, Ideology, Compromise, Ego) will be taken as the starting point of

the investigation, prioritising ego over the other factors. Indeed, low self-esteem and a fear of3

inadequacy intertwined with his idealised view of the intelligence world, thus producing an

insatiable lust for recognition. In order to corroborate this thesis, Hanssen’s life will be

explored in depth, while drawing on vital contributions from the field of psychology,

including Adler’s insight into the inferiority complex and Lifton’s study of Nazi doctors in

concentration camps.

3 Stanislav Levchenko, On the Wrong Side: My Life in the KGB (Pergamon-Brassey’s International Defense
Publishers, 1988), p.106.

2 A Review of the FBI’s Performance in Deterring, Detecting, and Investigating the Espionage Activities of
Robert Philip Hanssen (US Department of Justice, 2003), p.5.

1 Wise, The Inside Story of How the FBI’s Robert Hanssen Betrayed America (Random House, 2002), p.27.
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To begin with, it is necessary to provide a brief overview of Robert Hanssen’s life. Marked by

an abusive father, he quickly worked his way up in the law enforcement sector, entering the

FBI in 1976. His first espionage activities on behalf of the Soviet Main Intelligence4

Directorate (GRU) date back to 1979 after Hanssen was transferred to New York. Until his5

arrest in 2001, he periodically collaborated with the Soviets and, after the fall of the USSR,

with the Russian secret services. Concealing his identity behind the pseudonym ‘Ramon

Garcia’, his espionage cost the lives of at least three human sources. Simultaneously, he

provided the Soviets with sensitive information, such as the US Continuity of Government

Plan, detailing American strategy in the event of a nuclear attack. When caught red-handed at6

a dead drop, handcuffed and powerless, Hanssen asked: ‘What took you so long?’. Rather7

than being interpreted as a provocation, the question could be seen as a veiled reference to

Hanssen’s poor self-image. Ellard underscores that Hanssen had a deep concern for security

and, admittedly, once wrote to the Soviets that ‘nothing lasts forever’. Such details seem to8

be indicative of Hanssen’s defeatist self-perception, which can be traced back to his low

self-esteem and fear of inadequacy. What follows is an assessment of Hanssen’s inferiority

complex, as the primary element in steering his actions towards treason.

What MICE tells us about Hanssen

When it comes to measuring a person’s proclivity to commit treason, the mnemonic

MICE gives valuable insight into the most frequent reasons that lead spies to betray their

8 George Ellard, ‘Top Hat’s face: explaining Robert Hanssen’s treason’, Philosophy & Public Policy Quarterly,
Vol.23, No.2 (2003), p.3.

7 David Vise, The Bureau and the Mole (Grove Press, 2002), p.187.
6 Cherkashin, Feifer, Spy Handler, pp.209-213.
5 Ibid.
4 Victor Cherkashin, Gregory Feifer, Spy Handler: Memoir of a KGB Officer (Basic Books, 2005), p.202.
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country. If applied to Hanssen’s case, it emerges that the first factor played a marginal role.

Although he confessed that ‘he wanted to get a little money and to get out of it’, money was

admittedly one of the many forms by which he tried to combat his inferiority complex.9

Taylor and Buchanan’s research points in that direction, as it shows that money often

represents a secondary motive for espionage or is connected to others. For instance, as10

Thompson underscores, if Hanssen had been unable to pay the high tuition fees for the private

Catholic school his children attended, he might have felt like a second-class father. Charney11

supports this theory, adding that Hanssen wanted the money only to show his wife that he was

not a failure: essentially, ‘it was his own inner drive to be the good provider and never

disappoint her’. As a result, he never asked for astronomic sums, but just the money12

necessary to guarantee his family what he regarded as an adequate standard of life.

Cherkashin, his case officer, estimated that the information Hanssen provided was worth tens

of billions of dollars; Hanssen, however, gained a little more than $650,000 during his career13

and never complained about the payments. He even wrote to the KGB that he had ‘little14

need or utility’ for sums higher than $100,000.15

At the same time, neither ideology nor compromise can explain Hanssen’s behaviour. Echoing

Cherkashin, ‘spies tend to focus on their personal problems, not political ones’. Hanssen was16

no different: he openly displayed his deep-rooted anti-Communism, as many colleagues

16 Cherkashin, Feifer, Spy Handler, p.90.
15 Wise, The Inside Story, p.61.
14 Ellard, ‘Top Hat’s face’, p.11.
13 Cherkashin, Feifer, Spy Handler, p.212.
12 Wise, The Inside Story, pp.294-295.

11 Terence Thompson, ‘Toward an updated understanding of espionage motivation’, International Journal of
Intelligence and CounterIntelligence, Vol.27, No.1 (2014), p.62.

10 Stan Taylor, Kayle Buchanan, ‘Treason: “’tis worse than murder”’ in Loch Johnson (ed.), The Oxford
Handbook of National Security Intelligence (OUP, 2010), p.529.

9 Wise, The Inside Story, p.27.
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remembered him foretelling the fall of the USSR, on the basis that a godless society was

doomed to failure. According to Mlotek, a good friend of Hanssen’s at the State Department17

in the 1990s, he repeated all the time that ‘Communism was the work of Satan’. In the same18

vein, he was never blackmailed by the Soviet and Russian secret services: quite the contrary,

he enjoyed exceptional freedom insomuch as he broke off contacts and re-established them at

his convenience. As Vise put it, ‘he loved the secrecy, the sense of power and control he felt

in his relationship with his handlers’. Once again, this is confirmed by Cherkashin’s19

statements. The Soviet case officer explained that the KGB would normally take care of most

of the preparatory work, e.g. the designation of the dead drop and signal sites. However, ‘the20

tables were turned’ with the Source, as Hanssen was referred to in the KGB. In 1987, in a21

letter addressed to Malakhov (second secretary of the Soviet embassy and KGB Line PR

officer), Hanssen went so far as writing that collaboration ‘must be on my original terms or

not at all’.22

A complex father-son relationship

At this juncture, ego remains the most plausible reason behind Hanssen’s decision to

turn into a double agent. His poor self-image and fear of inadequacy manifested themselves as

the result of a cumulative process, which began in his childhood and reached its apogee when

he was stationed in New York in the 1970s. As Adler posits, feelings of inferiority originate

from the early stages of life and not only do they come to shape ‘how, and whether, [the]

22 Wise, The Inside Story, p.83.
21 Ibid.
20 Cherkashin, Feifer, Spy Handler, p.204.
19 Vise, The Bureau, p.77.
18 Wise, The Inside Story, p.202.
17 Ellard, ‘Top Hat’s face’, p.7.
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individual acquires peace and security in life’, but they also determine ‘the very goal of his

existence’. Accordingly, Robert Hanssen’s childhood sowed the seeds of his adulthood as a23

spy, with his father playing a central role in this process. Howard Hanssen had great

expectations from Robert: he wanted him to study at university and become a doctor. He24

would exhibit his uncertainty in Robert publicly by crying ‘Oh my son, my son, is he ever

going to amount to anything?’. Howard thus raised his son with an extremely firm hand,25

adamant that Robert had to taste defeat firsthand in order to be successful later in life: but

unknowingly, he was shattering his son’s confidence.

According to Mackowicz, parents who humiliate their children for not being perfect, i.e. not

living up to their expectations, fail to fulfil their educational role. In fact, they raise children26

who see perfection as a standard: in the child’s mind, every mistake confirms his inadequacy

to conform to the unrealistic equation between normality and perfection. In this regard,27

Robert Hanssen’s inferiority complex originated from his father’s inability to accept his

child’s fallibility and the fact that he could not change him, however harsh the methods he

resorted to. For instance, when he was six, Howard enveloped his son in blankets and spun

him around until he threw up; subsequently, he pressed his face into the vomit to let him

understand the feeling of defeat. Howard’s dubious pedagogical methods extended well into28

his son’s adolescence and later life, as he bribed the local driving examiner so that Robert

28 Scott Sanford, Bruce Arrigo, ‘Policing and psychopathy: the case of Robert Philip Hanssen’, Journal of
Forensic Psychology Practice, Vol.7, No.3 (2007), p.7.

27 Ibid.

26 Jolanta Mackowicz, ‘Verbal abuse in upbringing as the cause of low self-esteem in children’, European
Scientific Journal, Special Edition, No. 2 (2013), p.475.

25 Wise, The Inside Story, p.18.
24 Vise, The Bureau, p.19.

23 Alfred Adler, ‘The feeling of inferiority and the striving for recognition’, Proceedings of the Royal Society of
Medicine, Vol.20, No.12 (1927), p.1881.
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would fail his test, and attempted to dissuade Bonnie (his fiancé) from marrying him.29

Unsurprisingly, this turbulent father-son relationship was a recurring theme in the meetings

between Hanssen and Dr. Charney, the psychiatrist who visited Robert in prison to trace his

psychological profile: the expression ‘bottled-up’ was a recurring theme in their

conversations, referring to the memories Hanssen kept about his childhood.30

When reality does not match dreams

As the foregoing showed, Hanssen’s childhood traumas left a deep scar on his adult

life and led him to search for recognition in the intelligence world. After his arrest, Hanssen

felt no shame in admitting that spying was a source of ‘excitement’ and ‘stimulation’,

rescuing him from the boredom of his previous life and fulfilling his dream as a child.31

Indeed, it emerges from the FBI review on Hanssen’s case that not only was the young

Hanssen attracted to spy-related entertainment such as James Bond books and films, but he

also adored collecting items associated with espionage, from a Leica camera to a Walther PPK

gun. In one of his final letters to the KGB, he also confessed that he had decided to become32

a spy at the age of 14, after reading the autobiography of Kim Philby, a double agent who

betrayed Britain for the USSR. Although the book was not published until Hanssen turned33

twenty-four, his lifelong fascination with spying was undeniable. From a psychological

perspective, Adler offers an interpretive framework to rationalise Hanssen’s behaviour:

extreme cases of low self-esteem and fear of inadequacy are prone to strive for an

33 Vise, The Bureau, pp.170-171.
32 A Review of the FBI’s Performance, p.5.
31 A Review of the FBI’s Performance, p.15.
30 Wise, The Inside Story, pp.296-297.
29 Vise, The Bureau, pp.20-26.
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‘extra-compensation’ to counterpoise their weakness. In other words, Hanssen’s passion for34

intelligence impelled him to view espionage as the ‘extra-compensation’ for his inferiority

complex.

His precarious psychological situation was further exacerbated by his first tour of duty at the

FBI’s New York Field Office in 1978, which deeply disappointed him in many respects.

Charney suggests that, in Hanssen’s eyes, the FBI was seen as a second father figure, which

could give him a feeling of adequacy. However, just like in the relationship with his biological

father, he perceived that his efforts were not recognised. As a result, he felt increasingly

frustrated and deprived of the approval he longed for. In line with Morrison and Robinson’s35

investigation, Hanssen felt a violation of the psychological contract between the employee

and the organisation, i.e. his beliefs about the reciprocal obligations between him and the FBI

were not fulfilled. Therefore, he experienced a new inferiority complex, exacerbated by him36

comparing himself to less committed agents who were promoted nonetheless.37

In terms of disappointment, an emblematic episode took place in 1978: positive that Soviet

intelligence officers were in the field on weekends, Hanssen set up a group of colleagues to

intercept KGB agents one Sunday. However, half the group did not turn up and the other38

half was not ‘the dedicated team of sleuths he had imagined they would be’. Recalling that39

episode, a colleague commented that Hanssen never accepted the harsh reality, i.e. that the

39 Ibid.
38 Vise, The Bureau, p.43.
37 Sanford, Arrigo, ‘Policing and psychopathy’, p.28.

36 Elizabeth Morrison, Sandra Robinson, ‘When employees feel betrayed: a model of how psychological contract
violation develops’, The Academy of Management Review, Vol.22, No.1 (1997), p.226.

35 Vise, The Bureau, p.195.
34 Adler, ‘The feeling of inferiority’, p.1884.
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Bureau ‘is made up of fallible human beings who sometimes screw up and don’t do things

right’. Rather than understanding that making mistakes is normal and does not represent an40

unforgivable weakness, that experience further consolidated Hanssen’s belief that he was a

failure, not only since he did not catch any Soviet spies, but also because he had failed to

involve his coworkers. Most importantly, his dream of becoming a successful spy and his high

expectations of the FBI were shattered.

The search for recognition

Disenchanted by the unbridgeable gap between his intelligence fantasies and reality,

dissatisfied with himself, and mocked as ‘Dr. Death’ or ‘Dr. Doom’ due to his dour

demeanour and conservative apparel at work, Hanssen’s self-esteem hit an all-time low during

the late 1970s. Echoing John F. Lewis, one of his colleagues, Hanssen ‘lived in the41

shadows’. Although he was good at analytical work, he lacked interpersonal skills, to the42

extent that ‘he was the last person in the world’ to go have a drink with. Drawing on43

Wilder’s elements for espionage, Hanssen satisfied all the requirements: his inferiority

complex was indicative of personality dysfunctions, he was living through a state of crisis

and, by working for the FBI in New York he had ease of opportunity. Indeed, according to44

former KGB major general Kalugin, in the 70s and 80s, the Big Apple was home to

approximately 220 spies at the service of the USSR, most of whom were shielded by the

diplomatic cover of the Soviet delegation to the UN. In a sense, Hanssen was not dissimilar45

45 Vise, The Bureau, p.43.
44 Ursula Wilder, ‘The psychology of espionage’, Studies in Intelligence, Vol.61, No.2 (2017), p.20.
43 Ibid.
42 Ibid.
41 Wise, The Inside Story, p.37.
40 Ibid.
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from Johann Kremer, a physician mentioned in Lifton’s influential study on the psychology of

Nazi doctors. After devoting his entire life to proving two scientific theories which were

repeatedly refused by the medical establishment, Kremer applied to be posted to Auschwitz

simply to boost his self-worth. Nazi ideas were secondary, as he sought to take his revenge46

on the scientific world by conducting experiments in the lawless environment of a

concentration camp. Likewise, Hanssen was determined to show that his work efforts47

deserved praise and recognition: when he realised that he had stumbled on a dead-end at the

FBI, he turned to the Soviets.48

Thanks to this periodic contacts with the Soviet and Russian intelligence agencies, Hanssen

managed to achieve the approval and recognition he had been denied theretofore.

Compliments and amicable remarks like ‘dear friend’, ‘superb sense of humor’, and

‘sharp-as-a-razor mind’ were more valued than any sum of money. In 2000 Hanssen gave49

proof of all the emotional attachment to his double life, pleading with his case officer for a

reply to his messages with agonising claims like ‘I ask you to help me survive’. As Charney50

argues, ‘the spying […] made him come alive’ and altered his self-perception: he no longer

was the fallible and inadequate ‘Dr. Doom’, but the sharp and praiseworthy ‘Ramon Garcia’,

master of his own destiny. After all, Wise remarks, Hanssen was familiar with all of the51

FBI’s technical surveillance secrets, alongside being one of the experts on the use of

polygraphs.52

52 A Review of the FBI’s Performance, p.25.
51 Ibid., p.298.
50 Wise, The Inside Story, p.219.
49 Ellard, ‘Top Hat’s face’, p.4.
48 Vise, The Bureau, p. 195.
47 Ibid.
46 Robert Lifton, The Nazi Doctors (Basic Books, 1986), p.293.
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However, he could not control external circumstances, which coincided with his periodical

breaks from spying. In 1981 his wife had spotted him and vowed to report his activities if he

continued on that path, while in 1991 the fall of the Soviet Union threatened to disclose the

identity of countless spies. Essentially, he preferred to keep a low profile for a couple of53

years, rather than pushing his luck and risking an arrest, which would lead him to assume that

he had been a failure once again. The same rationale underlies Hanssen’s last letter to the

Russians in 2001, in which he suggested that it was better to break off contact for some time

because he felt he was being monitored. Furthermore, he had the impression that his case54

officers no longer were rewarding him adequately: in his correspondence with the Russian

Foreign Intelligence Service, Vise points out, ‘Gone was “Dear Friend,” and in its place,

“Dear Ramon”’ and ‘gone was the gratitude for whatever Hanssen produced in the way of

intelligence’. Hanssen had embraced espionage to fight his inferiority complex and if the55

prospect of being arrested loomed more than ever and his case officers were making him feel

inadequate, he considered it reasonable to take a break. On the very same day he sent that

letter, the FBI apprehended him.

Failure was never an option

To conclude, Robert Hanssen compromised the security of his country for over twenty

years due to his psychological vulnerability. His father’s harsh methods had instilled an

inferiority complex within him, which he tried to confront with his ambition in the

55 Ibid., p.176.
54 Vise, The Bureau, p.186.
53 Ellard, ‘Top Hat’s face’, p.5.
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intelligence world. Paul Moore, who used to carpool to work with him, suggests that Hanssen

might have aspired to become the greatest spy in history as a way to overcome his inferiority

complex and prove to himself and the world that he was not a failure. Therefore, when the56

FBI failed to offer him the recognition and praise he long had sought, Hanssen started to spy

on behalf of the USSR. Against this backdrop, ideology and compromise were irrelevant,

while money was nothing more than an incentive, as it was yet another face of his lifelong

struggle against his inner demons. Although in court Hanssen stated that economic incentive

was the reason for his treasonous activities, his most convincing answer was probably given57

during one of the debriefings prior to the trial: to the question ‘why did you spy?’, Hanssen

replied ‘fear and rage’; then he specified, ‘fear of being a failure and fear of not being able to

provide for my family’.58

58 Vise, The Bureau, pp.194-195.
57 Sanford, Arrigo, ‘Policing and psychopathy’, p.26.
56 Vise, The Bureau, p.85.
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HUMINT in the twenty-first century Anne Debié

Is HUMINT still fundamentally necessary to understanding

adversaries' capabilities and intentions in the opaque

twenty-first century security environment?

By Anne Debié

Human intelligence (HUMINT) is one of the oldest professions in the world that has not

only evolved from biblical and Byzantine manuscripts to contemporary internet tech-spies, but

has also adapted its utility to new security environments, actors and challenges. John Sano1

provides a good working definition of human intelligence as a concept that encompasses

anything “from traditional diplomatic dialogue, to manipulation, to deceit.” Yet, other scholars,2

such as Loch Johnson, regard HUMINT in much broader terms, understanding it as

“incorporating all information collection by human beings, whether gathered overtly or

covertly”. It is important to note that the new cyber world has generated pertinent questions3

regarding the utility of human intelligence and its future relevance in the 21st century security

landscape, especially in regards to the growing presence of Technical Intelligence (TECHINT)

as a means of gathering information. Assuredly, within the intelligence community, HUMINT4

is oftentimes compared with its neighboring intelligence discipline as being of lesser

operational utility in an increasingly interconnected security environment.

Overall, this essay will argue that human intelligence will remain a crucial factor for

understanding adversaries’ capabilities and intentions because it not only proves useful in

responding to emerging 21st century security threats, but also because it is an intrinsic part of

4Avi Tal, David Siman-Tov, “HUMINT in the Cybernetic Era: Gaming in Two Worlds'', Military and Strategic
Affairs 7, no. 3 (2015), pp. 94.

3Loch,  Johnson, “Evaluating ‘Humint’: The Role of Foreign Agents in U.S. Security”, Comparative Strategy 29,
no. 4  (2010), pp.309.

2 John Sano, “The Changing Shape of HUMINT”, Intelligencer Journal 21, no. 3 (2015), pp. 78.
1 June L. Dale, Terrorism and Homeland Security, (New York: TCRC Press, 2010), pp. 322.
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the processes and operations of intelligence. To effectively evaluate the necessity of HUMINT

for the intelligence community, this essay will put forth its argument in three distinct parts.

Firstly, the following paper will engage with the other side of the intelligence debate by

examining the argument that HUMINT is futile in light of technological developments,

especially considering social media’s prevalence in the new century cyber environment and the

preference of TECHINT as a method of information-collection by the American intelligence

community. Second, this essay will refute these claims by highlighting HUMINT’s adaptability

to an increasingly digital battlefield as well as demonstrating its utility in tackling newly

emerging threats in the international system. Lastly, this essay will argue that human

intelligence will remain a universally necessary tool for intelligence agencies as it is an intrinsic

part of the intelligence infrastructure, without which intelligence operations cannot succeed.

The overstated importance of HUMINT

The first part of this essay will shed light on the HUMINT critic side of the debate

firstly by examining the inherent limitations of human intelligence, secondly by analyzing its

increasing counterproductivity in light of TECHINT, and lastly by elucidating HUMINT’s

inability to successfully conduct intelligence with the rise of social media. Firstly, stringent

anti-HUMINT scholars such as Steinhart concur that the creation of assets, organizing

operations, as well as teaching intelligence officers foreign languages, surveillance, weaponry

and recruitment skills, all require a great deal of effort. Moreover, human intelligence5

compromises intelligence’s reliability because agents can lie, cheat, steal and betray, thus, a

case officer can never be sure if a report is truthful or fabricated, or whether an agent is

operating undercover. Agents, even if loyal, are also inherently subject to human biases and6

frailties that make intelligence more unreliable and consequently limits its usefulness for

6Michael Herman, Intelligence Power in Peace and War, (Cambridge: Cambridge University Press, 1996), pp. 65.
5Amit Steinhart, “The Future is behind us? The Human Factor in Cyber Intelligence”, Academia, pp. 3.
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intelligence agencies. Secondly, the rise of TECHINT through the creation of new technologies7

such as Geographical-Spatial Intelligence (GEOINT) and other forms of Signals Intelligence

(SIGINT) have eclipsed the usefulness of HUMINT and further negatively impacted the ability

of intelligence operatives to utilize human intelligence productively, by presenting a more

efficient alternative to gathering intelligence. Scholars such as David Gordon, Ian Bremmer and

Paul Bracken, argue that the contrast between the ease and security of TECHINT and the

volatile nature of HUMINT has “created a strong structural bias among Western intelligence

communities, whose strengths are on the technological side, in favor of SIGINT sources at the

expense of HUMINT ones”. Lastly, scholars such as Michael Poznansky and Michael Joseph8

argue that the rise of technology and the immediate linkages of the contemporary international

arena will make HUMINT collection increasingly difficult. Assuredly, the internet and social9

media have led to a paradigm shift in the ways through which intelligence seeks, calibrates,

and assesses external threats, and has overall made it increasingly challenging for intelligence

communities to keep information covert. For example, digital identities have become the norm10

and inherently challenge the ability of an agent to conceal their true identity and maintain

operational integrity, thus increasing the risk of exposure. Indeed, the growth of technologies11

and connectivity has made the placement and safeguarding of human assets in the field

increasingly dangerous. As a result, some intelligence operatives argue that the costs of

HUMINT in the technological era outweigh possible operational gains, making HUMINT as a

security tool unable to withstand the shift towards an increasingly cyber battleground. Having

discussed the threefold critique from the other side of the intelligence debate, this essay will

11Tal, Siman-Tov, “HUMINT in the Cybernetic Era”, pp.100.

10David V. Gioe, “'The More Things Change': HUMINT in the Cyber Age”, The Palgrave Handbook of Security
Risk and Intelligence (London: Macmillan Publishers, 2017), pp. 216.

9 Joseph F. Michael, Poznansky Michael, “Media Technology, Covert Action, and the Politics of Exposure”,
Journal of Peace Research 55, no. 3 (2018), pp. 320.

8Paul Bracken, Ian Bremmer, David Gordon, Managing Strategic Surprise, (Cambridge: Cambridge University
Press, 2008), pp. 54.

7 Ibid., pp. 65.
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consequently refute these views and posit that in reality, HUMINT remains a crucial tool of

intelligence, even in the 21st century.

Utility of HUMINT to tackle contemporary threats

In contrast to Cold War security threats, the complexity of new security challenges has

given way to a more hazy Clausewitzian fog of war where the use of traditional human

intelligence has proven crucial to understand these emerging evasive, decentralized, and digital

security threats. Here, it will be argued that HUMINT is not only a necessary tool to tackle the12

threat of terrorism, but it has also proven adaptable and invaluable for the operation of

intelligence in the digital space. Firstly, this section will argue that the rise of the threat of

transnational terrorism, especially after the events of 9/11 has revealed the crucial importance

of human intelligence to acquire information about these threats. Assuredly, the rise of

non-state actors that increasingly blend and merge with civilian populations makes the

identification of these targets through TECHINT extremely challenging and unproductive.13

More so, because terrorist groups such as ISIS and Hamas have light digital footprint and have

learned to bypass intelligence radars, therefore renderingany use of SIGINT limited and

unproductive to gather robust intelligence. For example, Osama Bin Laden stopped using his14

satellite phone as early as 1998 because he realized his device was being tapped by American

Intelligence Services, thus, inherently undermining United States operational abilities. This15

lack of technological presence makes the collection of data by other forms of intelligence

extremely difficult, if not impossible. Furthermore, moving from SIGINT to GEOINT, scholars

15Glenn Kessler, “File the Bin Laden Phone Leak Under 'Urban Myths'”, Washington Post, 2005. 15 Loch,
“Evaluating ‘Humint’”, pp. 324.

14 Tal, Siman-Tov, “HUMINT in the Cybernetic Era”, pp. 96.

13 Matthew Crosston, Frank Valli, “An Intelligence Civil War: “HUMINT” vs “TECHINT”” Cyber,  Intelligence,
and Security 1, no. 1 (2017), pp. 71.

12Michael N. Schmitt, “Preemptive Strategies in International Law”, Michigan Journal of International Law 2,
no. 24, (2003), pp. 534.

51



HUMINT in the twenty-first century Anne Debié

such as Johnson argue that, “cameras mounted on satellites or airplanes are unable to peer

inside the canvas tents, mud huts, or mountain caves in Afghanistan or Pakistan where terrorists

plan their lethal operations” showing just how important human assets are in those cases.16

Conversely, HUMINT as an alternative tool proves more effective to defeat these new evasive

non-state actors because it has the ability to infiltrate terrorist groups and understand their

modus operandi. Former intelligence director, Dennis C. Blair once revealed that HUMINT

was the “primary way” for American agencies to infiltrate the minds of these groups as well as

uncover their intentions and capabilities. A clear indication of HUMINT’s necessity and17

success was the Bin Laden raid where human intelligence allowed special forces to pinpoint

Bin Laden’s location and prepare their attack in light of relevant geographical factors.18

Overall, it is without doubt that HUMINT has and continues to give invaluable insight into the

intentions and plans of terrorist organizations because terrorist ideology and extremist

behaviour can only be understood and conceptualized by the human mind. To conclude,

although arguments about the increasing limitations of HUMINT as presented in the previous

sectionare valid, HUMINT retains invaluable utility for intelligence agencies vis-a-vis

terrorism in the 21st century since HUMINT penetrates into areas that TECHINT cannot, thus

revealing its crucial utility to gain access to the minds and guns of these emerging non-state

security threats.

This second section will argue that the core operational principles of HUMINT remain

crucially important in dealing with the digital space. The use of HUMINT in the digital

environment is especially important because information collected would be devoid of meaning

18 Keith Cozine, “Teaching the Intelligence Process: The Killing of Bin Laden as a Case Study”, Journal of
Strategic Security 6, no. 3 (2013), pp. 83-86.

17Loch, “Evaluating ‘Humint’”, pp. 326.
16Loch, “Evaluating ‘Humint’”, pp. 324.
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without the expertise of intelligence officers. As argued by Patrick Murphy, former chief19

engineer for the Defence Advanced Research Project Agency, “we talk a lot about technologies.

In the urban warfare setting, you can’t get away from the humans. You can’t fight without the

human”, because there will always be the need for human intelligence personnel to decipher

and make sense of technological data. The prevalent role of human intelligence in cyberspace20

has even been conceptualized as ‘social engineering’ which equates to traditional HUMINT, but

in cyberspace. In truth, HUMINT in the technological world can accomplish a myriad of21

different functions. For example, HUMINT intelligence officers can now virtually cross borders

and gain access to remote areas, enabling case officers to recruit agents without geographical or

spatial constrictions. More so, HUMINT in the cyber world allows agents to directly gather

data, both inside and outside of the adversary’s technological control systems by exploiting the

weaknesses that are intrinsic in human thinking patterns. This is exemplified by the 2005

American Secret Service Report, which indicated that over 29% of all cyberattacks against

critical infrastructure were initiated by insiders that had direct access to digital systems.22

Indeed, because agents operate in a digital battlefield, they can now infiltrate target databases,

or rather use persuasion, or observations of adversary technological networks to acquire or

release sensitive data. Additionally, these cyber spaces have also enhanced the ability to

retrieve large amounts of high quality information using USB drives, rather than requiring

agents to fill briefcases with physical material. All in all, the rise of social engineering as a23

new way of collecting intelligence in an increasingly cyber battleground, and as a tool operating

under the umbrella of HUMINT, persuasively demonstrates that human intelligence continues

to adapt to its security environment and still proves extremely useful to understand the

23 Tal, Siman-Tov, “HUMINT in the Cybernetic Era”, pp. 98.

22Aaron F. Brantly, The Decision to Attack, (Athens: University of Georgia Press, 2016), pp. 120.
21Steinhart, “The Future is Behind Us?”, pp. 4.
20Crosston, Valli, “An Intelligence Civil War”, pp. 70.

19 John, Sano, “The Changing Shape of HUMINT”, Intelligencer Journal 21, no. 3 (2015), pp. 79. 19 Crosston,
Valli, “An Intelligence Civil War”, pp. 70.
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intentions and means of an adversary in an increasingly interconnected and technological

world.24

HUMINT as intrinsic to the modus operandi of intelligence

Lastly, this essay will argue that HUMINT will remain universally productive and

necessary to predict adversaries’ intentions and capabilities. This is because it is an intrinsic

part of the intelligence process that underpins other forms of intelligence gathering. This essay

will argue that the failure of intelligence operations often happens because of a lack of human

intelligence to supplement other types of INTs. This lack of human intelligence integration is

epitomized by increasingly controversial signature drone strikes. Although drone targets were

initially meant to be validated by human assets on the ground, the success of drone programs to

tackle security threats and the enthusiasm of political actors regarding its efficiency has led to a

neglect of HUMINT integration. In fact, unmanned aerial vehicles (UAVs) contain various

types of TECHINT that allows drones to act almost instantaneously on technical intelligence

gathered, without corroborating the information through alternative non-digital sources of

intelligence. The Bureau of Investigative Journalism released a report in 2012 that identified25

over a thousand civilian casualties because of drone strikes and its failure to supplement its

covert operations with HUMINT. This example shows that the failure to incorporate26

HUMINT proved not only counterproductive, but has also made drone strikes an increasingly

unpredictable tool, whose ineffectiveness will ultimately cause significant blowback for

intelligence agencies.

Another example of the failure of intelligence due to lack of HUMINT was during the Gulf

26 Ibid., pp. 56.

25Gabriel Margolis, “The Lack of HUMINT: A Recurring Intelligence Problem”, Global Security Studies 4, no.  2
(2013), pp. 56.

24Steinhart, “The Future is Behind Us?”, pp. 6.
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War in 1991, as although SIGINT was able to provide some satellite imagery for US coalition

troops and helped to identify built-up forces on the border of Kuwait, it did not possess the

ability to interpret the future intentions of these troops. Woodword argued that “neither the CIA

nor DIA had good human sources in the Iraqi government” thus inherently limiting the

intelligence for American forces and increasing the risks of consequential blowback. The lack27

of HUMINT during the operation had left the intelligence analysts staring at pictures and

satellite images without the ability or capacity to make sense of them and understand their

tactical importance in correlation to Iraqi intent and evolving on ground situations. Overall, it28

has become increasingly accepted in the intelligence community that TECHINT will always

prove limited on its own because it does not possess the capacity to interpret the human mind,

therefore posing limitations on the depth of its analysis. All in all, the innate limitations on the

usage of TECHINT highlights the importance of human intelligence as a security tool to

supplement other forms of intelligence gathering.

This section will argue that the inherent utility and practicality of HUMINT necessitates a

synergy between various types of intelligence in order for collection to be carried out most

productively. In truth, only the combination of all sources of intelligence within the

intelligence arsenal, known as all-source intelligence, may be capable of resolving the

complicated challenges of the 21st century because as Johnson argues, “the fewer the missing

pieces in the constantly changing jigsaw puzzle of world affairs, the more likely the puzzle

might be solved”. Overall, the fusion of these new forms of INTs pave the way for ground29

breaking opportunities for intelligence communities to merge these disciplines together in

order to process intelligence much more efficiently than in the past. In this case, SIGINT will

be able to provide intelligence to HUMINT operators in the field while HUMINT will in turn

29Loch, “Evaluating ‘Humint’”, pp. 329.

28 Ibid., 104.

27Peter Gill and Mark Phythian, Intelligence in an Insecure World, (Cambridge: Polity Press, 2012), pp. 104.
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give SIGINT access to critical information, thus producing a productive cyclical movement of

intelligence gathering. Indeed, for scholars like Bracken, all-source intelligence serves as an

effective methodology for carrying out intelligence because it rectifies any blind spots or

intelligence limitations by utilizing the specific strengths of each sphere of intelligence

collection. Countries such as India, Malaysia and South Korea have understood the30

importance of all-source intelligence as an effective tool for conducting intelligence and, unlike

the United States’ reliance on GEOINT and TECHINT, have combined both HUMINT and

TECHINT into their UAV operational infrastructures. In this case, the emphasis on HUMINT31

operatives for target identification in combination with technical operatives, inherently

increases the effectiveness of intelligence gathering. All in all, with the rise of new tools of32

warfare, new cyber spaces and the expansion of cybernetic HUMINT operational techniques,

there will be increasing fusion between various types of INTs, making them all crucial tools for

achieving international goals as well as safeguarding  domestic security.

Conclusion

To conclude, this essay has firstly demonstrated that the new cyberspace has given way

to certain challenges for covertness and operational integrity for human intelligence. However,

despite these claims, this essay has proved that HUMINT will continue to occupy a critical role

in providing intelligence for policymakers as it is the only tool capable of infiltrating the minds

of terrorist actors and because it efficiently adapts to the contemporary digital security

environment. This essay has further made explicit that HUMINT will remain a relevant

security tool to predict the intentions and capabilities of various actors because it is an intrinsic

part of all the processes of intelligence and supplements other INTs with insurance against an

32 Ibid., pp. 75.

31Crosston, Vali, “An Intelligence Civil War”, pp. 79.
30Bracken, Bremmer and Gordon, Managing Strategic Surprise, pp. 52.
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increasingly unpredictable future. All in all, HUMINT operators, agents, as well as intelligence

communities will need to adapt to changes in the contemporary international apparatus and to

the growing role of technology in the ever-evolving set of aims, targets and operational

methods of the current security environment. Although there are no easy solutions to the

complexities of evasive non-state actors and the digital battlefield that has arisen in the 21st

century, HUMINT as a tool of statecraft, will continue to occupy a critical role in all processes

of current and future intelligence missions and tactical  operations.
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Mapping the Legacies of Pre-Modern Intelligence: History as

the Defining Architect of National Intelligence Cultures

By Ashwin Sandhu

In his 2013 Cultures of National Intelligence, Mark Phythian sets forth a

comprehensive roadmap of the primary constituent parts of a nation’s intelligence culture –

spanning regime type, organisation and strategic considerations. The utility of Phythian’s1

“different levels of analysis” lies in its ability to facilitate comparative analysis of modern

national intelligence cultures – allowing for exploration of similarities and differences. Yet,2

as will be noted, Phythian’s approach fails to elucidate both the root of culture generally and

the fundamental architect of his key variables of national intelligence culture – history. This

is not to suggest Phythian is incorrect in the organisation of his framework, but rather that

history remains an overarching constant across his key variables. After a brief account of

Phythian’s framework alongside its philosophical counterpart – Almond’s Comparative

Political Systems – this article will utilise Geertz’ more holistic model of man’s webs of

significance to demonstrate that culture is “a precipitate of history”. In order to marry this3

precept with national intelligence cultures, this article will connect Italian intelligence culture

with the vast history of Italian intelligence practices, while also briefly noting the role played

by tradition and historical precedent in the organisation of Britain’s intelligence structure.

Lastly, Sewell Jr.’s synchronic analysis will be evoked to fully illuminate the ways in which

historic tendencies and modern mindsets exist in a single moment within culture, thus fully

3 Clifford Geertz, Interpretation of Cultures, (New York, Hachette, 1973), 5.
2 Ibid, 41.

1 Mark Phythian, “Cultures in National Intelligence”, in Intelligence Elsewhere e.d Philip Davies et. al.,
(Washington: Georgetown University Press, 2013), 35.
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bridging the gap between the past and the present. Ultimately, it will be concluded that

history is the principle quality which defines national intelligence culture.

Phythian’s Key Variables

Briefly, Phythian’s framework purports the existence of key variables within national

intelligence culture - regime type, organisation and strategic considerations. In terms of4

regime type, Phythian’s argument broadly follows the precept that the intelligence services of

non-democratic states tend to exhibit greater autonomy, greater authority and are predisposed

to focus to a larger extent on internal threats; while conversely those of democratic states

cannot act unilaterally, are sufficiently supervised and balance their focus on internal and

external threats. Meanwhile, organisational factors refer “narrowly to the form of5

intelligence organisation”. Lastly, strategic considerations are defined as “the sum total of6

ideas, conditioned emotional responses, and patterns of habitual behaviour” of “members of a

national strategic community”. More simply, the tendencies of intelligence agents in the ways

in which they handle situations or threats and by extension, the collective practices of

intelligence agencies.7

Phythian’s framework finds parity with Almond’s notions of political culture in two respects.

Firstly, both are broadly approaching the concept of culture from an empirical standpoint.

Such an approach is explicit within Almond’s use of surveys to measure Parson and Shell’s

“pattern of orientations to political action” and implicit within Phythian’s opening remarks8

8 Gabriel Almond, “Comparative Political Systems”, Journal of Politics 18, no. 3 (August 1956): 15-16.
7 Ibid, 34.
6 Ibid, 39.
5 Ibid, 36.
4 Phythian, “Cultures”, 35.
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and evocation of Agrell: “culture is a slippery concept, and in abstract discussion of it we run

the same risk” of diluting the study of intelligence. More fundamentally, this empirical9

stance is established by the dictionary definition of culture which Phythian employs –

“‘philosophy, practices, and attitudes of an institution, business, or other organization”.10

Secondly, both Pythian and Almond – both due to the restraints of the empirical approach and

in necessity to aid comparison – concern themselves largely with contemporary

considerations. The effect is a discussion of the trends within culture with reference solely11

to its most immediate causes.12

Cultural Anthropology and Synoptic History

These two points of similarity elucidate the fundamental flaw within Almond’s and

Phythian’s respective frameworks. By attempting to empirically measure a concept which is

intrinsically holistic, both arrive at depictions of culture which are inherently shallow. The

effect, as Welsch notes, is the invocation of culture while simultaneously containing it. This13

flaw is remedied by adopting the approach which Phythian rebukes – utilising a broader,

abstract conceptualisation of culture typified by Geertz’ “thick description”. The contrast in14

Geertz approach is exemplified by his use of Weber’s doctrine that “man is an animal

suspended in webs of significance he himself has spun” as the defining touchpoint for his15

analysis. This allows Geertz to unambiguously define culture as “those webs, and the analysis

of it to be therefore not an experimental science in search of law but an interpretive one in

15 Ibid, 5
14 Geertz, Cultures, 3.
13 Ibid.
12 Ibid.

11 Stephen Welsch, “Political Culture”, in Intelligence Elsewhere e.d Philip Davies et. al., (Washington:
Georgetown University Press, 2013), 14-15.

10 Phythian, “Cultures”, 33
9 Phythian, “Cultures”, 33.
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search of meaning”. Occupying the quasi-intangible space between concrete symbols or16

traditions and the overarching mindset of a specific people, Geertz concludes that culture is

“the social legacy the individual acquires from his group” – “a precipitate of history”. By17

broadening his analysis of culture, Geertz simultaneously arrives at a deeper

conceptualisation, demonstrating that history forms the backbone of culture.18

Yet, this in and of itself does not adequately encapsulate the all-consuming role of history. A

far more complete picture is painted via an application of Sewell Jr.’s notion of “synchronic”

analysis – that is to say “that different times are present in a continuous moment”. This is19 20

incredibly applicable to the formation of general culture and national intelligence culture.

Sewell deftly encapsulates such a relationship: “in synchronic description, acts of cultural

signification, rather than being […] linked by causal chains of antecedent and consequence,

are seen as components of a mutually defined and mutually sustaining universe of […]

unchanging meaning”. Culture is not as Almond and Pythian might suggest a solely21

contemporary construct which can be empirically measured, nor even simply historical

legacies – but rather an “interlaced and mutually sustaining systems of meaning” in which

historical precedent exists in the present just as it had done in the past. History remains alive22

in the webs of significance that man himself has spun and informs every action in the present

day.

22 Sewell, “Geertz”, 40.
21 Ibid.
20 Ibid, 40.
19 William Sewell Jr., “Geertz, Cultural Systems, and History” in Representations 59, (Summer 1997), 38.
18 Ibid.
17 Geertz, Cultures, 4.
16 Ibid.
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Regime type: Internal vs. External Security

To this end, an exploration of Phythian’s framework with the purview of historical

context – as opposed to its marginalisation in favour of contemporary patterns – makes plain

the role of history as the principle quality which defines national intelligence culture. In

regards to regime type, Pyhthian’s discussion is temporally bounded , referring only to23

contemporary political considerations. It ignores the very real and substantial effect a nation’s

historic regime has, both on its people’s psyches and by extension its culture as a whole. No

more is this the case than in Italy, where constant transitions between democratic and

authoritative regimes have had long-standing effects on its intelligence institutions. A direct24

correlation can be made between Mussolini’s fascist Italy (1922-1943 AD) and Imperial

Rome (27 BC-476 AD). As Sidoti notes, the “imperial vocation” was revived within fascist

intelligence practices. The intelligence focus of fascist Italy was heavily skewed in favour25

of internal threats – where surveillance and the use of secret police focused first on

ideological opponents and then fabricated threats from minority groups. To this end, fascist26

Italy favoured the use of secret services – which Savella asserts, were “the central and

dominant instrument of control under the regime”. Fioni concurs, noting that “just four27

years after Mussolini’s fascist party came into power, both the Political Police (PolPol) and

the OVRA (Organization for Vigilance and Repression of Anti–Fascism) were founded”.28

This soon manifested itself into a primacy of the individual over the state within its defence

objectives. In regards to fascist Italy, this was typified by the mandate of the OVRA, “whose

structure, mission, and modus operandi clearly helped subvert Italy's liberal institutions and

28 Fioni, “Surveillance”, 82
27 Italo Savella, “Secret Political Police in Fascist Italy”, in The Historian 60, no. 4 (Summer 1999), 793.
26 Chiara Fonio, “Surveillance Under Mussolini’s Regime”, in Surveillance and Society 9 (2011), 82-85
25 Ibid, 80.

24 Francesco Sidoti, “Italian Intelligence Services”, in Geheimdienste in Europa ed. Anna Duan et. al.,
(Darmstadt: Springer VS, 2009), 97-98.

23 Phythian, “Cultures”, 36-30.
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achieve totalitarian control”. Implicit within such a mandate is not the defence of a nation or29

its people, but instead a singular ideology  (fascism) and its figurehead  (Mussolini).30

Here, parallels can be seen with Imperial Rome which as Sheldon notes, “had begun looking

inward for enemies instead of looking beyond their borders”. Thus, the mandate of Imperial31

Rome’s own secret police (most notably the Frumentarii and Praetorian Guard), political

assassinations and the persecution of Christian minorities. Originating with the Emperor32

Augustus and his employment of “persons who are to keep eyes and ears open to anything

which affects his supremacy” – this mandate inherently represented a primacy of the33

individual over the state. At all times, Ancient Roman intelligence was designed to defend its

figurehead  (the Emperor)  and by extension its ideology  (absolute monarchy).

Nonetheless, such an overbearing stress on the maintenance of internal security is indicative –

as Phythian notes – of any non-democratic regime. What truly subverts Phythian’s34

framework is the centrality of the defence of the individual over the state within Italian

intelligence during the Cold-War era – despite a move away from fascism and towards

democratic governance. This is typified by the Gladio programme (1960-1990), a series of

‘stay-behind’ initiatives, which sought to establish a series of intelligence cells in the event of

a joint Warsaw Pact invasion or a rise to power of the Italian communist party. Such an35

anti-communist focus saw the “degeneration of ‘Gladio’ from its original purposes to an

35 Fabrizio Minniti and Giangiuseppe Pili, “What Happened?”, in International Journal of Intelligence and
Counter-intelligence, 33, no. 3, (June 2020), 583.

34 Phythian, “Cultures”, 37.
33 Ibid.
32 Ibid, 150 and 254.
31 Rose Sheldon, Intelligence Activities in Ancient Rome, (Oxon: Routledge, 2005), 158.
30 Ibid.
29 Savella, “Fascist Italy”, 779.
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internal counter-insurgency one” – aimed solely at the maintenance of the current liberal

ideology from the perceived threat of communism. Though partly designed to defend the36

state, Gladio came to give way beneath long-standing elements of Italian intelligence culture,

focusing on perceived internal threats against a singular ideology. Additionally, the37

domination of secret services remained a lasting feature of Italian intelligence following the

fall of fascism. This was not corrected until the introduction of the 2007 intelligence reforms,

which finally marked a move away “from secret services […] to the intelligence agencies”.38

Thus, to return to Weber and Geertz, both focus upon internal threats and the primacy of the

individual represents a strand of “the webs of significance” that exists within a general39

Italian mindset, the result of successive systems of authoritarian rule and their accompanying

intelligence practices. While Phythian’s framework might broadly explain the way

democratic governance affects modern intelligence cultures in general – the application of

historical context reveals the distinctly ‘Italian’ blend of authoritarian and democratic

intelligence practises – consequently distinguishing Italian national intelligence culture40

from those of other democratic nations.

40 Sidoti, “Italian”, 97-98.
39 Geertz, Cultures, 5.

38 Marco Lombardi and Laris Gaiser, “Italy”, in Handbook of European Intelligence Culture, eds. G.B. Myce et.
al., (London: Rowman and Littlefield, 2016), 205.

37 Ibid.

36 Leopoldo Nuti, “Italian ‘Stay-Behind’ Network”, in Journal of Strategic Studies, 30, no. 6 (November, 2007),
975.

66



Mapping the Legacy of Pre-Modern Intelligence Ashwin Sandhu

Strategic Considerations: Historically Conditioned Habitual Patterns of

Behaviour

Though largely absent from his framework, a historical purview is present in a limited

capacity within Phythian’s exploration of “strategic considerations”, which he notes are

“conditioned by history and geography”. Given the far-reaching history of Italian41

intelligence, the role the past plays in shaping the strategic considerations of Italian national

intelligence culture is absolute. Such historical throughput has created a general tendency to

fall back upon extensive surveillance networks as a method of ferreting out potential threats.

Widespread surveillance infrastructure – spanning torture, the interception of letters and

exceptional mastery of cryptology – propped up the Venetian Republic’s (697-1797 AD)

“economy of secrecy”. Yet, far more pertinent for the relationship between Italian national42

intelligence culture and Venetian surveillance lies in what Iordanou terms the “social

dynamics of secret communication”. At all times, Venetian domestic surveillance was43

shored up by “denouncements”, “the proclivity of ordinary Venetians to inform the

authorities of any perceived threats to state security” even when concerning friends or family

members. This represented the prosecution of intelligence surveillance by the general public44

– the effect was to entrench the notion of the necessity of surveillance to maintain secrecy

into the collective consciousness of the Venetian republic.45

This entrenchment of surveillance into a collective Italian consciousness once again

materialised in the 20th century. The dictatorial nature of fascist Italy made the surveillance

45 Ibid.
44 Ibid.
43 Ibid, 81.
42Ioanna Iordanou, Venice’s Secret Service, (Oxford: Oxford University Press, 2019), 57.
41 Phythian, “Cultures”, 34.
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of Italian citizens and nominal ally states in many ways inevitable. Domestically, the OVRA46

and PolPol facilitated general public surveillance and targeted surveillance on political

opponents and Jewish minorities, while abroad fascist intelligence agencies “monitored the

local and international telephone calls of […] friendly embassies”. Despite the fall of fascist47

Italy, wide-spread surveillance tactics persisted into the Cold War era, reaching new heights

with technological advancements. As noted by Sidoti – “Italy is the country with by far the48

greatest number of interceptions”. In 2007 alone – the number of wiretaps perpetrated by49

Italian intelligence agencies numbered 125,000 – with the ‘ripple-effects’ affecting around

1,500,000 people.50

Another “habitual pattern of behaviour” within general Italian strategy is the notion of51

bartering with one’s enemies. Here again, the Venetian Republic had largely mastered such a

careful balancing of external threats, routinely “conferring gifts and other types of bribes to

well-heeled individuals with access to foreign courts”. Fittingly, Iordanou likens this to a52

“sop to Cerberus” - an extended policy of concessions and bribes towards even their most

diametrically opposed counterparts, namely the Ottomans. The above suggests a unique53

element within Italy’s collective strategic mindset, the notion that diplomatic bargaining can

placate any enemy, regardless of ideology, which is present even in the modern era. In 2008,

Francesco Cossiga – former president of Italy (1985-1992) – alleged “the existence of an

agreement with Palestinian terrorist organisations and liberation movements”, which Cossiga

53 Ibid.
52 Iordanou, Venice’s, 208-209.
51 Phythian, “Cultures”, 34.
50 Ibid.
49 Ibid.
48 Sidoti, “Italian”, 96.

47 David Alvarez, “Left in the Dust”, in International Journal of Intelligence and CounterIntelligence 14, no. 3,
(2001), 396.

46 Phythian, “Cultures”, 36.
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contends has sheltered Italy “from attacks by Al Qaeda… the Taliban, Hezbollah and

Hamas”. This, Cossiga proports, is the reason that Italy is “the only country, not only in54

Europe but worldwide” which has not suffered a domestic terror attack perpetrated by Islamic

extremists. For Sidoti, such bargaining represents “a fundamental and recurrent point of55

Italian foreign policy”. By contextualising intelligence within the machinery of foreign56

policy – with intelligence partly constituting the “collection and processing of information on

foreign countries to aid in formulating and implementing foreign policy” – such strategic57

tendencies can be viewed as a constituent part of Italian intelligence’s strategic policies.

Here we see two pillars of Italian intelligence agencies’ strategic responses to potential

threats: the constant use of surveillance and the willingness to mollify enemies via placation.

As per Phythian, this represents a core element within Italy’s national intelligence culture.58

Yet, to return to Geertz , these strategic responses are themselves the product of entrenched59

mindsets facilitated by historical strategic tendencies. As such, history comes to explain these

unique strategic traits within Italy’s national intelligence culture.

Organisation: Tradition and Symbolism

Though direct organisational comparisons between contemporary and historic

intelligence agencies are characterised by disparity and not consensus , here again history60

can be seen to indirectly inform modern organisational practices. In Italy, one historic

organisational legacy lies in the ways in which Italy recruits the members of its intelligence

60 Iordanou, Venice’s, 223.
59 Geertz, Cultures, 5.
58 Phythian, “Cultures”, 34.
57 Michael Warner, “Wanted: A Definition of "Intelligence"", in Studies in Intelligence 46, no. 3 (2002).
56 Ibid, 93.
55 Sidoti, “Italian”, 92.
54 Sidoti, “Italian”, 92.

69



Mapping the Legacy of Pre-Modern Intelligence Ashwin Sandhu

community. Prior to the 2007 reforms, intelligence agencies “composed almost exclusively, at

all levels, by personnel borrowed from the Armed Forces, the National Police, or the

Carabinieri”. In much the same way, Roman Imperial Intelligence was at all times61

composed of military officials and inseparable from the Roman Army. For instance, the

Frumentarii were mostly attached to Roman legions and referred to as Centurion Fumentarii

, while the officium’s primarily foreign intelligence mandate caused individual units to be62

assigned to Roman legions stationed abroad. Meanwhile, the incorporation of the foreign63

office into Britain’s Joint Intelligence Commission dovetails nicely with the historic

precedent of “combining the roles of Foreign Secretary and intelligence chief” – as64

established by Cecil and Walsingham in the Elizabethan era and Scott and Thurole during65

Cromwell’s protectorate. Indeed, the Joint Intelligence Committee largely embodies the66

committee style of Britain’s cabinet – with the Joint Assessment Staff adopting the symbolic

role of primus inter pares in much the same manner as the Prime Minister, with the desire for

consensus playing upon the longstanding tradition of Cabinet’s collective responsibility.67

Here, as per Geertz, historical symbolism and traditions inform modern intelligence

hierarchies and structures. Thus, though the overarching organisation of intelligence is best68

explained by modern factors, the unique ‘quirks’ within organisational tendencies are once

again primarily the product of history.

68 Geertz, Cultures, 5
67 Michael Herman, “Assessment Machinery” in Intelligence and National Security 10, no. 4, (1995), 14-31.
66 Ibid, 213-241.
65 Ibid, 157-190.
64 Christopher Andrews, The Secret World, (London: Puffin, 2018), 158.
63 Sheldon, Rome, 255-259.
62 Sinnigen, “Roman Secret Service”, in The Classical Journal, 57, no.2, (November 1961), 67.
61 Sidoti, “Italian”, 88.
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As the foregoing has demonstrated, the primary defining factor of national intelligence

culture – as with culture as a whole – is history. This is not to suggest the invalidity of other

factors – especially Phythian’s framework which, as noted, elucidates variables in a nation’s

intelligence practise, organisation and strategic considerations – but rather that these are69

themselves the product of the history of a nation and its people. Moreover, an application of

Phythian’s framework in the greater context of history as opposed to his own use of largely

contemporary considerations, ascribes to such “key variables” greater depth and clarity,

better distinguishing unique traits in national intelligence cultures. As such, this assessment

finds parity with the Geertzian approach to cultural analysis, which eschews an empirical

model for a more holistic alternative, arguing that man’s self-spun webs of significance are a

“precipitate of history”. Historically entrenched mindsets, precedents and traditions form a70

national culture, which in turn conditions within an individual a set of responses to everyday

occurrences. Indeed, this goes beyond merely constituting historical legacy and takes a71

“synoptic” turn – the historic and the contemporary become suspended in a single moment.72

Thus, as Cabral concludes – the relationship is cyclical – “the fruit of the history of a people,

culture, at the same time determines history”. National intelligence cultures are no73

exception to this rule. Historical precedents, mindsets and traditions live on in the present,

inform contemporary intelligence practises and will subsequently form a new history of

intelligence.

73 Amar Cabral, “National Liberation and Culture”, in Transition 45, (1974), 45.
72 Sewell, “Geertz”, 40-41.
71 Ibid.
70 Geertz, Cultures, 4-5.
69 Phythian, “Cultures”, 35.
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Mexico’s Vicious Cycle: How the Corruption of Intelligence and

Security Services Has Contributed to the Degradation of State

by Andrea Peniche

Over the last couple decades, headlines announcing the collaboration of top Mexican police

chiefs or state security personnel with drug cartels have become increasingly common. Yet, there is

almost never surprise at their culpability. In Mexico, people constantly drive around with extra cash

in the glovebox or on their person. For what purpose? To pay off the officer that stops them. Not all

cops are bad, but when an estimated 90 percent, or more, of police units are engaged in corruption,

generalisations about Mexico’s state security services are hard to avoid. It is this corruption of1

specifically domestic intelligence-gathering and security services that has directly led to the violent

condition that Mexico now finds itself in—one where the government may seem completely absent

in areas of the country, murders and massacres go ignored, and perpetrators continue uninhibited

with their operations. It is a broken system that unendingly feeds itself. While there are many other

factors that have contributed to Mexico’s decline, the corruption of the state-security system is

central, as not only have most people lost faith in their government, but, because of this corruption,

the state no longer holds a monopoly over Mexico’s territories, laws, or even the use of organised

violence. Through an exploration into the nature of Mexico’s corruption, the rise and continuity of

Mexico’s drug-trafficking organisations, its police system, and social repercussions, this article will

demonstrate how it is the rife corruption of Mexico’s public intelligence-gathering and security

services that has been fundamental to the rise of the narco states within the country and principal to

the degradation of the Mexican state.

1 Stephen Morris, ‘Corruption, Drug Trafficking, and Violence in Mexico,’ The Brown Journal of  World Affairs 18, no. 2 (Spring
2012), 31.
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The Essence of Corruption

Corruption in Mexico is very different to the corruption witnessed in countries like the

United States or the United Kingdom. These countries are corrupt, every single state is. The2

difference is that, in the US and UK corruption is mostly vertical—appearing sparsely at high levels

of institutions and government. In Mexico, not only is corruption vertical but it is also horizontally

expansive. The ramifications of this type of corruption is a broken justice system and a state that is

run with very little punitive action taken against the perpetrators that seek to undermine it.

In Mexico, while certain big-name generals, security directors, and cabinet members have been

tried in court for corruption, many are either not found guilty or are usually convicted with light

sentences. There are cases where defendants accused of colluding with drug cartels when in

positions of law enforcement or state security have been convicted. For example, the cases of

General José Gutiérrez Rebollo, found to be colluding with Amado Carrillo Fuentes of the Cartel de

Juárez, and, more recently, ex-Secretary of Security Genaro García Luna, accused of collaborating

with the very cartel he was supposed to be fighting—el Cartel de Sinaloa. Yet, these cases are not3

the norm when it comes to corruption in Mexico. More often, it ends in the manner that it did for

General Salvador Cienfuegos: if officials are even brought to court with an accusation, they are

often acquitted, despite the mountain of evidence against defendants. Throughout his time as

Secretary of National Defense in Mexico, Cienfuegos not only encouraged the corruption of

security and intelligence services, but was also working directly with the H-2 Cartel, launching

military campaigns against their opponents and ensuring they had all the intelligence needed to

3 Ibid, 30; David Pérez, ‘Un excomandante de la policía federal mexicana se declara culpable de narcotráfico en EEUU,’ El País, 20
October 2021.

2 Transparency International. ‘Corruption Perceptions Index.’ 2021.
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avoid infiltration and capture. Apprehended in the US at Los Angeles International Airport, at4

President Andrés Manuel López Obrador's (AMLO) anger, Cienfuegos was quickly repatriated to

Mexico where Mexican courts dropped charges and he was set free.

Similarly, in the case of El Chapo’s escape from a Mexican prison, not only did security officials

aid in the escape, but afterwards, US intelligence often alerted Mexican security services to El

Chapo’s whereabouts; however, the information was leaked at every turn. Exceedingly few, if any,5

of the officials involved have been formally accused and convicted. It is this impunity that lets

corruption run rife through the Mexican system of law. With extremely small occurrences of purges

within law enforcement after scandals like these, and the fact that security officials are rarely even

brought to court, corruption has ballooned inside Mexico’s public security services. The top levels6

of government can, and will, always be corrupt to some extent. The difference is that in a

government where corrupt officials continue to get away with their crimes, criminality spreads like

wildfire—and the institutionalised impunity of law enforcement and prosecutors is directly to

blame. Against this backdrop of a political culture rife with the opportunity for corruption can the

role of Mexico’s public security services in the rise of the cartels be assessed.

The Cartels

More than corrupt presidents, cabinet members, mayors, and other political figures, the

corruption of intelligence and security services is at the centre of the cartels’s rise to power.

Essential to this was the buying off of top agents from the Dirección Federal de Seguridad (DFS)

and of local police forces. In exchange for bribes and other favours, these corrupted officials not

only provided cartels with classified intelligence—both from Mexican and DEA investigations—

6 Morris, ‘Corruption,’ 31.

5 Andrés Martínez-Fernández, ‘Money Laundering and Corruption in Mexico,’ American Enterprise Institute, (February 2021), 6;
Elijah Stevens, ‘Leaked Intelligence Points to Top Level Corruption in El Chapo Escape,’ InSight Crime, 24 November 2015.

4 U.S. Department of Justice, United States v. Salvador Cienfuegos Zepeda, by Carol B. Amon, AB:MPRCRH/RCH, Brooklyn, New
York: United States Attorney Eastern District of New York, 2020.

76



Mexico’s Vicious Cycle Andrea Peniche

but also ‘support[ed] the movement of illegal drugs, targett[ed] rival criminal groups, and actively

handicapped security operations.’ Irrevocably, this allowed cartels to continue business and7

violence with little repercussions, enabling them to grow into some of the largest drug organisations

in the world and consolidate their power. Even after the notoriously corrupt DFS was dismantled,

replacements put in place by President Fox and others—like the Policía Judicial Federal and the

Agencia Federal Investigativa (AFI)—resulted to be equally as abusive and criminal as their

antecedents.8

The growth of Mexican cartels, directly enabled by the corruption of state intelligence and security

services, has led to the state losing its sovereign monopoly over territory, legality, and violence.

Emboldened by a successful history of corruption, many cartels have established their own laws

over territory, enforced by the armed, violent wing of their organisation and enabled by bought off

police. In Michoacán, for example, there are swaths of land where the police, and, even in most

cases, the military refuse to venture, because they are heavily guarded or patrolled by different

cartels. When the state does not move to reinstate itself, or does so unsuccessfully, this empowers9

and strengthens the local power of cartels, as they become seen as the law or of a comparable

standing to the state.

These power dynamics tie directly to the second characteristic of degradation: Mexico’s decreased

legal jurisdiction over its own territory. The sheer impunity allowed by the corruption of the police

has left many people realising that there is a ‘two-sided government, the official one and the

criminal one that [is] in charge.’ In the last 15 years, more than 250,000 people have officially10

died in connection to Mexico’s cartel wars and hundreds of thousands more remain disappeared.11

11 México, Gohari.
10 Ginger Thompson, ‘How the US Triggered a Massacre in Mexico,’ ProPublica, 12 June 2017.
9 México: desaparecidos por el narcotráfico, directed by Alex Gohari, France: Arte, 2021.
8 Maureen Meyer, ‘La Policía en México,’ La Oficina en Washington Para los Asuntos Latinoamericanos, (May 2014), 6.
7 Martínez-Fernández, ‘Laundering,’ 9.

77



Mexico’s Vicious Cycle Andrea Peniche

Often bought off by, or scared of, the cartels, most of the cases reported are never investigated; so,

instead, if families want to know what has happened to the disappeared they have to approach rival

cartels for information or even a shot at justice. Thus here, in cartel controlled areas, although they12

themselves may be the perpetrators, they are directly replacing the state in matters of justice. It may

be a crude, lawless sort of justice, but it is more than the state is offering to the families of the

disappeared.

Directly connected to this is the violence cartels have been able to inflict. Allowed to not only

distribute drugs and bring in money through the side-stepping of laws, cartels have also been able to

amass guns and other weapons which they brazenly use against civilians as well as police and

military forces they come into conflict with. This has created an almost insurmountable problem. In

terms of violence, the cycle of corruption and impunity has allowed for the cartel problem to simply

become too big for the Mexican state to handle. Without sufficient, effective crackdowns by the

state and because of the corruption of intelligence channels and the police, the state does not have

the means to deal with the cartels. At this point in time, even if Mexico’s institutions were more

sound, although not unconquerable, the state would still have an exceedingly hard time cracking

down on the cartels. This is due to the fact that, not only are there so many well-armed drug

organisations within the country, but the fear cartels have been able to instil through the multitudes

of uninvestigated civilian murders and disappearances within their main territories is a very

powerful political tool within itself.

In 2011 when DEA intelligence concerning surveillance activities was leaked to the Zetas Cartel,

they exacted revenge upon the town of Allende. Over the course of a few days, not only did they

kill lower-level cartel operatives in an attempt to find the snitch, but also massacred families and

12 Ibid.
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individuals that had nothing to do with the cartel. Out of both corruption and fear, neither the

military nor the police ever responded or investigated this massacre. What is known about the13

events of 2011 is only what has been uncovered by journalists. Evaristo Treviño, a former fire chief

of Allende, recalls that, when responding to a fire caused by this rampage of violence, he was told

by armed cartel men to stand down and not respond: Treviño saw no choice but to heed the

warning. Treviño, and many like him who choose not to engage with the cartels out of fear for14

their person and their families, are not bad officials. He did not take bribes in exchange for his

unresponsiveness; yet, the corruption of state intelligence and security services is still central to this

experience. This example demonstrates the amalgamation of the three characteristics of Mexico’s

loss of power over its territory, the laws that govern it, and the violence that can be wielded. None

of this would have been achievable by cartels if law enforcement were operating as it should—as an

arm of legal enforcement, rather than a criminal enabler. The very fact that the Zetas cartel was able

to massacre whole parts of towns without legal or police repercussions is appalling. Hence, it is in

this manner that the cartels, allowed to rise by the corruption of law enforcement, have undermined

the state, and in some places moved to replace it or dictate its politics.

The Police System

Nevertheless, it is not solely the fault of cartels that the Mexican security system is broken.

The cartels did not create corruption, they simply exploited and expanded already weak state

structures. Mexico’s police system itself sets police officers and other security personnel up to fail.

To start, police academy training for lower level officers (like local police forces) only lasts six

months. This is not enough time to properly train officers against corruption and to instil proper15

law enforcement values within them. Moreover, around 80 percent of police personnel that fail their

15 Una película de policías, directed by Alonso Ruizpalacios, Mexico: Netflix, 2021.
14 Ibid.
13 Thompson, ‘Massacre.’
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exams remain in active service. The system operates in this manner, because police academies and16

forces alike are desperate for new cadets due to the high death rate within Mexican police units and

the fear that if laid off, they may join the cartels. Thus, despite low pay, not only are these officers17

facing death and strong corrupting influences, but they are also not equipped with the training to

deal with it. Not only does the police system fail its officers at the surface, but even within precincts

corruption propagates, as the police themselves are exploited by their own system. In some

localities, police have to pay extra for a good gun on their shift, a well-functioning cop car, and

other amenities that may well help an officer survive. As a result, the National Conference of18

Secretaries of Public Security estimated that '93 .6 percent of municipal police depend on corruption

to supplement their low salaries.’ This type of systemic exploitation of its own officers is one of19

the reasons why corruption is able to run rife through the system. Alongside the lack of

repercussions for such criminality, the system leaves its own officers wide-open and vulnerable to

negative influences. AMLO’s abandonment of the Mérida Initiative— a pact between the US,

Mexico and other central Latin American states aiming to combat the flow of narcotics—was not

because of the strategic and military failure of its operations, but because of the infiltration and

corruption of the police forces by cartels. In these conditions it is almost impossible to avoid20

police abuses and for the state to mount a coherent, unified assault against not only the operations

and violence of cartels, but also almost any other form of violent crime.

All of this has had an immense impact on Mexico’s citizenry. Due to police corruption and thin

resources, not only do 98 percent of crimes go unsolved, but terrible police abuses also arise.21

Exploiting these weak systems, cartels put police, especially municipal police, on their payroll and

21 Martínez-Fernández, ‘Laundering,’ 6.
20 Luis Domenianni, ‘México, entre la omnipresencia del narcotráfico y el retroceso del estado,’ El Economista, 11 October 2021.
19 Morris, ‘Corruption,’ 31.
18 Policías, Ruizpalacios.
17 Ibid.
16 Meyer, ‘Policía,’ 12.
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use them as operatives to do their dirty work. In June 2013, Mexico’s National Human Rights

Commission said that ‘it was investigating 2,443 disappearances in which it had found evidence of

the involvement of state agents.’ These are not rare cases. For decades, police forces at the federal,22

state, and municipal level have been implicated in numerous cases of arbitrary detentions where

torture and other human rights abuses have been perpetrated to extract false confessions. Yet,23

among the most societally impactful of police abuses, caused directly by the corruption of their

ranks, is the disappearance, and probable murder, of 43 students in 2014.

Each year, the students of Ayotzinapa would go to Mexico City to aid in the October marches that

call for justice for the Tlatelolco killings—an event in Mexico City where police opened fire on

unarmed, protesting civilians in 1968. Unable to acquire sufficient buses to make the journey, the

students had a decades-long practice of taking buses on the way—letting officials know beforehand

that the buses were simply being ‘temporarily retained’ rather than ‘sequestered’ and would be

returned in shape once the students were done using them. Nevertheless, what occurred when the24

students arrived in Iguala, where the rest of their buses were acquired, was very different. Almost

from the moment the students took those buses from Iguala, the police were in violent pursuit, in a

night that ended with most of the students disappeared, injured, or dead. While never properly

investigated by former President Peña Nieto—with experts from the Interamerican Commission on

Human Rights scientifically rejecting the forensic findings of the Mexican government—journalists

have picked up the slack. From what journalists have been able to gather, police communications25

that night reveal that the target was not the students, but the instant retrieval of the buses by any

means possible. Therefore, it is most likely that, on cartel payroll, these officers needed to re-secure

these drug-ridden buses. This was a classic case of police corruption by cartels that ended in grave

25 Ayotzinapa, Gueilburt; Ana Rojas, ‘Ayotzinapa,’ BBC, 26 September 2019.
24 Ibid.
23 Meyer, ‘Policía,’ 2.
22 Human Rights Watch, World Report 2014: Events of 2013, (Bristol: Bristol University Press), 265.
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tragedy. The families of these 43 students, representative of many other families whose relatives

have disappeared, remain without justice.

These types of abuses directly caused by Mexico’s broken law enforcement system make it very

difficult to distinguish enforcers from violators of the law. Events like this have steeply decreased

people’s trust towards police. According to the National Institute of Statistics and Geography

(INEGI), 72 percent of Mexicans consider the police ineffective in preventing or combatting crime.

Moreover, when people were asked why they did not report crimes, 62 percent of the victims said26

it was because they did not trust the authorities. Thus, along with the degradation of the state’s27

own legitimacy in almost every aspect of sovereignty, it is also losing the trust of its people. Not

only is the police committing abuses against the very people it is meant to protect, but it also refuses

to thoroughly investigate most crimes committed. This absence of proper law becomes a problem in

the sense of the legitimacy of the state, because, often, the most powerful and direct government

presence felt by the people is the police. Without the police dedication to law and order, as well as

the direct targeting of innocent people by law enforcement, the state is then directly undermined.

Conclusion

For these reasons is the corruption of this part of the Mexican government’s intelligence and

domestic security services so central to the degradation of the Mexican state. Along with the

influence of the cartels and corrupt politicians, it is this broken system that has allowed and even at

times encouraged the participation of security personnel in acts of gross criminality. And vice

versa, without the criminality coming from the domestic intelligence and police system, the cartels

and politicians would not be able to exploit the system to the extent that they have. It has been this

environment of abuse, impunity, and overt violence that has not only allowed for cartels to grow so

27 Ibid.
26 INEGI. ‘National Survey on Victimisation and Perception of Public Safety (ENVIPE) 2019.’ INEGI, 2019.
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large that they may contest the sovereignty of the state, but which has also chipped away at the trust

of the citizenry in the government — leaving them in a limbo state of violence, loss, and injustice.
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The Threat of Splintering Extremist Groups: The Proud Boys

By Kat Lee

The United States Capitol insurrection on 6 January 2021 increased the visibility of

far-right, white nationalist extremist organizations in America. Throughout history, members of

nationalist fringe groups have been known to break off, splintering from the organization when

they disagree with leadership. Often, the tensions are over the use of violence, with some1

members condemning it and others believing the organization is not belligerent enough. Events

that result in arrests and public outrage, such as the 2021 Capitol insurrection, are known to

cause members to go underground and conceal their operations. The ability to monitor these

groups subsequently decreases, making it harder to prevent future violent activity. For the Proud

Boys, a far-right, white nationalist extremist group founded in 2016, the insurrection was a

dividing moment. The group is now sitting at such a juncture: will their fragmentation result in a

more violent faction that threatens the security of the American people? By analyzing the

splintering of other nationalist groups throughout history and taking into account the aftermath of

the Capitol insurrection, this paper argues that it is highly likely that a violent faction of the

Proud Boys will mobilize and pose a serious and tangible threat to the United States.

1 Carless, Will. “Proud Boys Splintering after Capitol Riot, Revelations about Leader. Will More Radical Factions
Emerge?” USA Today. Gannett Satellite Information Network, February 12, 2021.
https://www.usatoday.com/story/news/nation/2021/02/12/proud-boys-splintering-after-capitol-riot-revelations-leader
/6709017002/.
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History and Visibility of White Nationalist Organizations in the U.S.

The presence of white nationalist extremist groups in the U.S. is not new. Since the

1860s, organizations such as the Ku Klux Klan (KKK) have operated in America. Heightened2

visibility of white nationalist groups after demonstrated social progress for non-whites is also not

new. For example, the KKK increased their activity after the desegregation of schools in the

1950s and the civil rights movement in the 1960s, and according to Reuters “the number of hate

groups ‘ballooned’” after the election of President Obama in 2008. The Southern Poverty Law3

Center accounted for 932 hate groups in 2008, and 1,018 in 2011 – almost a 10 percent rise. The4

increased presence of white nationalist extremist groups after the resurgence of the Black Lives

Matter movement in 2020 and the election of Vice President Kamala Harris, therefore, follows

suit. Threatened by the social advancement of minorities, white nationalist groups respond by

bolstering recruitment efforts and boosting advertisement. However, an increase in membership5

can make it difficult for leadership to maintain a vision of the organization that appeals to the

entire group. An elevated public presence also requires leaders to have control over their

members and their actions to ensure the intended image of the organization is accurately

reflected. Failure to overcome this could result in group fragmentation.

5 Johnson, Katanga, and Jim Urquhart. “White Nationalism Upsurge in U.S. Echoes Historical Pattern, Say
Scholars,” September 4, 2020.
https://www.reuters.com/article/us-global-race-usa-extremism-analysis/white-nationalism-upsurge-in-u-s-echoes-his
torical-pattern-say-scholars-idUSKBN25V2QH.

4 SPLC. “Hate Groups Reach Record High.” Southern Poverty Law Center, February 19, 2019.
https://www.splcenter.org/news/2019/02/19/hate-groups-reach-record-high. 

3 Id.

2 Johnson, Katanga, and Jim Urquhart. “White Nationalism Upsurge in U.S. Echoes Historical Pattern, Say
Scholars,” September 4, 2020.
https://www.reuters.com/article/us-global-race-usa-extremism-analysis/white-nationalism-upsurge-in-u-s-echoes-his
torical-pattern-say-scholars-idUSKBN25V2QH.
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The Provisional Irish Republican Army: A Recent Example

The splintering of the Provisional Irish Republican Army (PIRA) in Ireland is perhaps the

most well-known example of this fragmenting phenomenon. The PIRA, itself a splinter of the

old IRA created in 1917, was formed in 1969 as a nationalist organization. Its goal was to

achieve a united Ireland through military means. The impetus for fragmenting was the6

willingness of the group’s leaders to consider peace negotiations with the U.K. Government. In

the late 1990s, PIRA itself splintered, forming new factions that sought to form a united Ireland

through the use of more violence. According to the Council for Foreign Relations (CFR), these

splinter groups “remain committed to removing British influence from Northern Ireland and

sabotaging the peace process through violence.” Two factions, the Real IRA and the Continuity7

Irish Republican Army, are designated by the U.S. Department of State as foreign terrorist

organizations. In 2012, the Real IRA, along with other Irish republican dissident groups that use8

violence to achieve their goals, merged to create the New IRA. Since its inception, the New IRA9

has been responsible for over 40 attacks, including detonating a bomb under a police car in10

2016 and sending five letter bombs through the post to various locations across the U.K. and

Ireland. The fragmentation of the PIRA is a recent example that demonstrates how a11

11 Mapping Militant Organizations. “New Irish Republican Army.” Stanford University. Last modified July 2019.
https://cisac.fsi.stanford.edu/mappingmilitants/profiles/new-irish-republican-army.

10 Taylor, Peter. “New Dissidents Hoping to Exploit Brexit.” BBC News. BBC, May 15, 2018.
https://www.bbc.com/news/uk-northern-ireland-44082633.

9 Mapping Militant Organizations. “New Irish Republican Army.” Stanford University. Last modified July 2019.
https://cisac.fsi.stanford.edu/mappingmilitants/profiles/new-irish-republican-army.

8 “Foreign Terrorist Organizations.” U.S. Department of State. Accessed April 25, 2021.
https://www.state.gov/foreign-terrorist-organizations/. 

7 Fletcher, Holly. “IRA Splinter Groups (U.K., Separatists).” Council on Foreign Relations. Council on Foreign
Relations, May 21, 2008. https://www.cfr.org/backgrounder/ira-splinter-groups-uk-separatists.

6 Neumann, Peter R. Old and New Terrorism: Late Modernity, Globalization and the Transformation of Political
Violence. Cambridge: Polity Press, 2011, p. 29.
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disagreement over the use of violence within a nationalist organization can create violent

factions– a possibility for the Proud Boys that threatens to become reality.

The Proud Boys: A Brief Background

The Proud Boys was founded in 2016 by Gavin McInnes, the co-founder of Vice Media.12

According to Forbes, Proud Boys was created “as a secret club for ‘Western chauvinists,’ men...

focused on ‘anti-political correctness’ and ‘anti-white guilt’ with meetings that would consist of

‘drinking [and] fighting.’” However, today the Proud Boys are recognized by Canada as a13

terrorist organization, an “extremist group with ties to white nationalism” by the U.S. Federal14

Bureau of Investigation (FBI), and a hate group by the Southern Poverty Law Center.15

The Proud Boys are organized into semi-autonomous chapters and, as of May 2020, the group

had roughly 3,000 members. According to Samantha Kutner of the International Centre of16

16 Kutner , Samantha. “Swiping Right: The Allure of Hyper Masculinity and Cryptofascism for Men Who Join the
Proud Boys.” International Centre for Counter-Terrorism - The Hague, May 26, 2020.
https://icct.nl/app/uploads/2020/05/Swiping-Right-The-Allure-of-Hyper-Masculinity-and-Cryptofascism-for-Men-W
ho-Join-the-Proud-Boys.pdf.

15 Solomon, Molly. “FBI Categorizes Proud Boys As Extremist Group With Ties To White Nationalism.” NPR.
NPR, November 20, 2018.
https://www.npr.org/2018/11/20/669761157/fbi-categorizes-proud-boys-as-extremist-group-with-ties-to-white-natio
nalism.

14 Carless, Will. “Proud Boys Splintering after Capitol Riot, Revelations about Leader. Will More Radical Factions
Emerge?” USA Today. Gannett Satellite Information Network, February 12, 2021.
https://www.usatoday.com/story/news/nation/2021/02/12/proud-boys-splintering-after-capitol-riot-revelations-leader
/6709017002/.

13 McEvoy, Jemima. “Who Are The Proud Boys, The Group Behind The Controversial Portland Rally?” Forbes.
Forbes Magazine, September 30, 2020.
https://www.forbes.com/sites/jemimamcevoy/2020/09/26/who-are-the-proud-boys-the-group-planning-a-controversi
al-portland-rally/?sh=3758ea81654a.

12 Solomon, Molly. “FBI Categorizes Proud Boys As Extremist Group With Ties To White Nationalism.” NPR.
NPR, November 20, 2018.
https://www.npr.org/2018/11/20/669761157/fbi-categorizes-proud-boys-as-extremist-group-with-ties-to-white-natio
nalism.
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Counter-Terrorism, their call to action is the “need to fight to prevent the perceived extinction of

western culture...” and that this cause is “a central pull factor in Proud Boys’ recruitment.”17

Kutner goes on to say that, “[a]llusions to the concept of negative precarity are found in repeated

images Proud Boys disseminate in their groups. These images construct a new perception of

reality based on precarity as a white, working-class American male at risk of losing his place in

society amidst changing demographics and issues surrounding immigration.” Up until 2018,18

Facebook was a major recruiting tool for the Proud Boys. The social media platform banned the

group due to its stance on hate speech and hate organizations. Since then, the Proud Boys have19

turned to recruiting on encrypted applications, most notably Parler and Telegram. To fund their20

organization and activities, the Proud Boys rely on crowdfunding sites, where donors are able to

contribute funds anonymously. Although many platforms have banned hate groups from using

their sites, the Christian site GiveSendGo has a “permissive stance towards far-right actors”,

allowing multiple far-right groups including the Proud Boys to use its service.21

21 Wilson, Jason. “Proud Boys and Other Far-Right Groups Raise Millions via Christian Funding Site.” The
Guardian, April 10, 2021.
https://www.theguardian.com/world/2021/apr/10/proud-boys-far-right-givesendgo-christian-fundraising-site.

20 Porter, Tom. “The Proud Boys Are Using Trump's 'Stand by' Remark as a Recruiting Tool, Rebranding to
Incorporate What They See as His Call to Action.” Business Insider, September 30, 2020.
https://www.businessinsider.com/proud-boys-are-use-trump-remark-to-rebrand-recruit-2020-9.

19 Ingram, David. “Facebook Removes Pages Belonging to Far-Right Group 'Proud Boys'.” NBC News, October 31,
2018.
https://www.nbcnews.com/tech/social-media/facebook-removes-pages-belonging-far-right-group-proud-boys-n9265
06.

18 Id.

17 Kutner , Samantha. “Swiping Right: The Allure of Hyper Masculinity and Cryptofascism for Men Who Join the
Proud Boys.” International Centre for Counter-Terrorism - The Hague, May 26, 2020.
https://icct.nl/app/uploads/2020/05/Swiping-Right-The-Allure-of-Hyper-Masculinity-and-Cryptofascism-for-Men-W
ho-Join-the-Proud-Boys.pdf.
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The Proud Boys and Terrorism

The U.S. Government has not designated the Proud Boys as a terrorist organization,

although it possesses key characteristics of a terrorist group. One characteristic is their ability to

provide a sense of belonging and purpose to their members. The Proud Boys achieve this through

their membership process, which consists of four levels. To be accepted into the first level, the

potential member simply has to declare that they are a “Western chauvinist.” To move up to the22

second level, a member “has to endure a beating until they can yell out the names of five

breakfast cereals (in order to demonstrate ‘adrenaline control’)”. For the third level, members23

must get a Proud Boys’ tattoo. Finally, for the fourth and highest level, only members “who have

gotten in a ‘fight for the cause’” will be admitted. This sense of belonging and purpose are two24

things that are known to draw people to join terrorist organizations. According to Randy Borum,

author of Psychology of Terrorism,

“[in] radical extremist groups, many prospective terrorists find not only a sense of

meaning, but also a sense of belonging, connectedness and affiliation... This strong sense

of belonging has critical importance as a motivating factor for joining, a compelling

reason for staying, and a forceful influence for acting.”25

The Proud Boys’ membership process fosters the need of potential recruits to feel like they

belong somewhere, and creates a strong in-group mentality.

25 Borum , Randy. “Psychology of Terrorism.” Office of Justice Programs, 2004, p. 26.
https://www.ojp.gov/sites/g/files/xyckuh241/files/media/document/208552.pdf?height=921.6&q=psychology-of-terr
orism%3FTB_iframe%3Dtrue&width=921.6.

24 Id.
23Id.

22 “Proud Boys.” Southern Poverty Law Center. Accessed April 26, 2021.
https://www.splcenter.org/fighting-hate/extremist-files/group/proud-boys.
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Another key characteristic that the Proud Boys share with terrorist organizations is the threat or

use of violence to fulfill a political goal. This was demonstrated by the Proud Boys both prior

and during the Capitol insurrection. Politically, the group holds anti-immigration, libertarian, and

pro-Trump views and according to the BBC, has “faced off against antifa in a number of violent

street rallies in the last two years”. Leading up to the 2021 insurrection, the Proud Boys were26

promoting the use of violence in response to Trump’s loss in the 2020 presidential race and

backed his effort to overturn the election. Since the attack, over 20 of the group’s members have

been charged with crimes committed during the insurrection.27

Although some terrorism scholars do not classify the Capitol insurrection as a terrorist attack, the

failure of participants to achieve their goal of overturning the 2020 election still has implications.

According to Peter Neumann, a terrorism expert at King’s College London, “... the vast majority

of terrorist groups did not start out with the intention of employing violent means, but chose to

adopt violence when their political ambitions had failed.” Not only was the Capitol insurrection28

a failure, but the number of Proud Boys arrested and charged in the aftermath of the attack was

an embarrassment to the group. As Martha Crenshaw, another terrorism expert, argues, “the true

believers who remain after mass action recedes will likely grow even more intolerant...

28 Neumann, Peter R. Old and New Terrorism: Late Modernity, Globalization and the Transformation of Political
Violence. Cambridge: Polity Press, 2011, 100.

27 Dreisbach, Tom. “Conspiracy Charges Bring Proud Boys' History Of Violence Into Spotlight.” NPR, April 9,
2021.
https://www.npr.org/2021/04/09/985104612/conspiracy-charges-bring-proud-boys-history-of-violence-into-spotlight
.

26 Wendling, Mike. “US Election 2020: Who Are the Proud Boys - and Who Are Antifa?” BBC News, September
30, 2020. https://www.bbc.com/news/election-us-2020-54352635.
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Newcomers to the cause, intoxicated by the breaking of political taboos, may reinforce violent

far right groups in a shifting dynamic of radicalization.” Therefore, the 2021 Capitol29

insurrection and its aftermath warrant concern over future threats posed by the Proud Boys and

potential offshoots.

The Proud Boys and Splintering

As seen with the IRA, a disagreement over the use or lack of violence between members

of nationalist extremist groups and their leadership is often a driving factor in the creation of

more violent factions. The Real IRA and the Continuity Irish Republican Army splintered from

the PIRA because they disagreed with the leadership’s consideration of a peace negotiation. For

the Proud Boys, however, it is the group’s current leader Enrique Tarrio that has placed the group

at odds. Prior to the Capitol insurrection, Tarrio was arrested and charged with federal weapons

charges. Three weeks following the attack, it was revealed that he had worked as an informant30

for both federal and local law enforcement. These revelations have left some Proud Boy31

members wanting to distance themselves from a violent organization and others wanting to

disassociate themselves from a group whose leader complied with law enforcement. The

members that are in favor of using violence see themselves juxtaposed against those that

31 Roston, Aram. “Exclusive: Proud Boys Leader Was 'Prolific' Informer for Law Enforcement.” Reuters, January
27, 2021.
https://www.reuters.com/article/us-usa-proudboys-leader-exclusive/exclusive-proud-boys-leader-was-prolific-inform
er-for-law-enforcement-idUSKBN29W1PE.

30 Carless, Will. “Proud Boys Splintering after Capitol Riot, Revelations about Leader. Will More Radical Factions
Emerge?” USA Today. Gannett Satellite Information Network, February 12, 2021.
https://www.usatoday.com/story/news/nation/2021/02/12/proud-boys-splintering-after-capitol-riot-revelations-leader
/6709017002/.

29 Crenshaw, Martha. “I've Studied Terrorism for Over 40 Years. Let's Talk About What Comes Next.” The New
York Times, February 10, 2021.
https://www.nytimes.com/2021/02/10/opinion/capitol-terrorism-right-wing-proud-boys.html.
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denounce it. Tarrio is the wedge diverging Proud Boy membership, forcing chapters and

individuals to choose between violence and nonviolence.

The Proud Boys’ history and willingness to use violence is another factor that makes it likely that

the group’s splintering will result in an even more violent faction. According to Crenshaw,

“[s]cholars who analyzed the terrorist groups that emerged in the wake of the left-wing student,

labor and war protests of the late 1960s and 1970s (such as the Red Brigades in Italy) found that

their members were likely to be people who used violence in protests or who resisted arrest.”32

From their aggressive protests in Oregon, Washington, and Charlottesville, Virginia to their

support and involvement in the assault on Capitol Hill, the Proud Boys have a history of violence

and continue to demonstrate their willingness to use it.

The Threat of Splinter Groups

Violent splinters of nationalist extremist organizations that distinguish themselves from

nonviolent or lesser violent factions of the original group are inherently a threat to society simply

because they openly choose violence to further their cause. However, this threat is compounded

when the group faces arrests and public outrage in response to its actions. These responses put

pressure on violent factions to go underground, using only encrypted messaging apps to

communicate. Groups and individuals that conceal their operations are less likely to be detected

by law enforcement, making it more difficult to prevent their planned attacks. The public

32 Crenshaw, Martha. “I've Studied Terrorism for Over 40 Years. Let's Talk About What Comes Next.” The New
York Times, February 10, 2021.
https://www.nytimes.com/2021/02/10/opinion/capitol-terrorism-right-wing-proud-boys.html.
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backlash and arrests that followed the Proud Boys involvement on 6 January make it likely that

any violent splinters that emerge will choose to operate in secret. According to the New York

Times, “[t]he legal fallout from the riot will most likely push people underground... the hazy

affiliations and the potential for lone offenders will make it more difficult to uncover planned

attacks.” These possibilities escalate the threat against the American people posed by33

potentially violent Proud Boy factions.

There is also a larger, more systemic factor that will impede law enforcement’s ability to counter

more violent factions of the Proud Boys. The United States has never listed a domestic

organization on its designated terrorist list. In fact, the list that the U.S. Department of State uses

to designate terrorists is called the list of Foreign Terrorist Organizations; a title that inherently34

excludes any domestic groups. Therefore, if the fragmentation of the Proud Boys produces a

violent faction that exhibits the core characteristics of a terrorist organization, the U.S. will not

be able to respond to it as though it were a designated terrorist group. When a group is formally

designated by the State Department, Congress and law enforcement are able to use additional

measures to combat the threat that are not otherwise available. Unfortunately, largely due to

political reasons, the government lacks a universal definition for domestic terrorism. Politicians,

particularly those on the right, are opposed to definitions that could implicate their supporters as

domestic terrorists. Because of this reluctance, the United States is not adequately prepared to

face a more violent Proud Boys faction. This lack of preparedness could set a harrowing

34 “Foreign Terrorist Organizations.” U.S. Department of State. Accessed April 25, 2021.
https://www.state.gov/foreign-terrorist-organizations/.

33 Macfarquhar, Neil. “Far-Right Groups Are Splintering in Wake of the Capitol Riot.” The New York Times, March
2, 2021. https://www.nytimes.com/2021/03/01/us/extremism-capitol-riot.html.
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precedent for U.S. inaction in regard to white nationalist extremist groups. This is especially

concerning because instances of the spread of white supremacist propaganda have increased

from 2,724 occurrences in 2019 to 5,125 in 2020. Therefore, the ill-preparedness of the United35

States Government to counter radical splinters of the Proud Boys when they materialize will only

strengthen these factions and encourage similar violent groups to act, further compounding the

threat.

Conclusion

The 2021 Capitol insurrection was a dividing moment for the Proud Boys. The resulting

disagreement within the organization over the use of violence is a familiar quarrel that, for other

nationalist extremist groups, such as the IRA, is known to cause fragmentation. The aftermath of

the event, coupled with the Proud Boys’ violent history and the discovery of their leader’s

cooperation with law enforcement, makes it very likely that the group will splinter, creating more

violent factions. The threat these splinters pose is exacerbated by the high probability that such

factions, once formed, will go underground, decreasing law enforcement’s ability to prevent their

attacks. Because of this mounting threat, the U.S. Government must take white nationalist

extremist provocation seriously moving forward. The National Strategy for Countering Domestic

Terrorism introduced by the Biden Administration in June 2021 is a start. Recognizing the threat

with such a strategy is incredibly important, but a specific plan must be devised on how the

government will respond to violent white nationalist splinters once they are detected. If such a

35 “ADL H.E.A.T. Map.” Anti-Defamation League, 2021.
https://www.adl.org/education-and-resources/resource-knowledge-base/adl-heat-map?s=eyJhcmVhcyI6W10sImlkZ
W9sb2dpZXMiOlsiUmlnaHQgV2luZyAoV2hpdGUgU3VwcmVtYWNpc3QpIl0sImluY2lkZW50cyI6WyJXaGl0Z
SBTdXByZW1hY2lzdCBQcm9wYWdhbmRhIl0sInllYXIiOlsyMDE5LDIwMTldLCJ6aXBjb2RlcyI6W119.
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plan is not created and agreed upon prior to their mobilization, the safety of the American people

and the security of the United States will be at risk.
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